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Abstract. Adaptor signatures extend the functionality of digital signatures by enabling the computa-
tion of pre-signatures on messages relative to statements in NP relations. Pre-signatures are publicly
verifiable objects that simultaneously hide and commit to a standard signature on the same message.
Anyone possessing a valid witness for the statement can adapt the pre-signature into a full signature
under the underlying signature scheme. Since adaptor signatures are commonly used as building blocks
in larger systems—such as blockchain protocols—it is natural to seek a security definition within the
Universal Composability (UC) framework. A recent attempt by Tairi et al. (CCS’23) introduced the
first UC functionality for adaptor signatures.
This paper makes both negative and positive contributions. On the negative side, we show that the
functionality proposed by Tairi et al. su!ers from critical limitations:
– The functionality fails to guarantee extractability and adaptability—the core security properties of

adaptor signatures—to higher-level protocols.
– No adaptor signature scheme can realize the functionality.

On the positive side, we propose a new UC functionality that faithfully captures the latest security guar-
antees of adaptor signatures as formalized via game-based notions by Gerhart et al. (EUROCRYPT’24).
– Our functionality guarantees extractability, unique extractability, and pre-signature adaptability

in a way that is composable and meaningful for higher-level protocols.
– We show that it is realizable by an enhanced Schnorr-based adaptor signature scheme that we

construct. Our construction maintains compatibility with existing infrastructure and is e"cient
enough for practical deployment, particularly in Bitcoin-like environments.

1 Introduction

Smart contracts have become a foundational component of decentralized finance (DeFi), enabling automated
and trustless interactions between mutually distrusting parties. By delegating enforcement to the blockchain,
they circumvent the classical impossibility of two-party fairness [18]. This functionality has fueled widespread
adoption across DeFi protocols, NFT platforms, and token swaps. As of 2025, over $118 billion is locked in
smart contracts [1], with more than 77 million contracts deployed on Ethereum alone [2]. Despite this success,
smart contracts face well-known limitations [55]: execution is costly–especially on Ethereum, where gas fees
for even simple operations can be prohibitive [50]–and their reliance on expressive scripting languages makes
them incompatible with blockchains like Bitcoin, which deliberately restrict on-chain programmability [44].

Adaptor Signatures as Middle Ground. To address these challenges, cryptographers introduced adaptor
signatures [3, 29]—a primitive that enables fair exchange on blockchains without the need for complex on-
chain scripting. Adaptor signatures extend standard digital signatures by enabling the computation of pre-
signatures for NP statements. A pre-signature ω̃ is a publicly verifiable object that commits to a valid signa-
ture ω on a message m and a statement Y , while hiding the signature. Anyone possessing the corresponding
witness y for Y can transform ω̃ into the valid signature ω. Most importantly, each party possessing both
the pre-signature ω̃ and the adapted signature ω can extract a valid witness for Y . They hence provide a fair
exchange of a witness for a valid signature. Adaptor signatures enable a constrained class of smart contract
functionality—most notably, conditional payments and atomic swaps [3, 24]. These contracts are limited in
expressiveness, as they only support fairness conditions tied to signature release. However, even within this
constrained model, adaptor signatures have proven to be highly versatile. Adaptor signatures have become
foundational in o!-chain cryptographic protocols, initially proposed for payment channels [22, 23, 42, 43],
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and now underpinning diverse applications such as privacy-preserving coin mixing [30,45], oracle-based pay-
ments [41], fair digital signature exchange [31,54], and puzzle-solving incentives [55]. A major driver of their
adoption is compatibility with existing signature standards. In particular, Bitcoin’s Taproot upgrade [56] en-
ables native deployment of Schnorr-based adaptor signatures, making these schemes highly practical today.

Security of Adaptor Signatures. Since adaptor signatures need to guarantee multiple security properties
to protect mutually distrusting parties with seemingly contradicting security goals, formalizing security for
adaptor signatures is non-trivial. The first formal model for adaptor signature security was introduced by
Aumayr et al. [3]. Subsequent work by Dai et al. [20, 29] identified shortcomings in this model. Gerhart
et al. [29] identified more shortcomings and extended the framework to contexts beyond payment channels.
In more detail, adaptor signatures involve two parties: the signer, who generates pre-signatures bound to
statements from hard relations, and the adaptor, who uses pre-signatures and witnesses for the statements
to finalize and publicly release signatures. To ensure fairness between the signer and the adaptor, an adaptor
signature scheme needs to ensure two core properties: The signer must learn a valid witness on the statement
when the adaptor releases a valid signature (extractability). The adaptor must be able to compute a valid
signature when it knows a valid pre-signature and a valid witness for the statement with respect to which
the pre-signature pre-verifies (adaptability).

Universally Composable Security. Although game-based definitions accurately describe specific security
threats, they only guarantee security in isolation and do not account for interactions with other cryptographic
primitives, which is a rare occurrence in practice, especially for adaptor signature schemes, which are mainly
considered in blockchain contexts. Consequently, universally composable (UC) security (e.g., [11, 15, 40])
definitions would be highly desirable. Such UC notions provide security within arbitrary contexts, support
modular security analyses, and allow for reusing security results without redoing proofs. An immediate prac-
tical benefit for protocol designers is that UC security gets rid of labor-intensive and error-prone manual
reductions that would otherwise have to be performed for each new protocol based on a cryptographic prim-
itive. UC security can instead be proven once for the primitive in an isolated setting by showing that the
primitive realizes a suitable ideal functionality. A general UC composition theorem then immediately im-
plies, without needing any further proofs, that security is retained for any future UC protocol built on top of
the primitive. In this sense, investigating UC security can also be seen as answering several major research
questions: “Is there a generic reduction to a primitive that can be applied in a blackbox manner for arbi-
trary higher-level protocols? Are established game-based security notions su"cient for this reduction? Or are
there settings and protocols which cannot be reduced such that further properties need to be required?” For
these reasons, it is standard practice to translate and study cryptographic primitives - even basic ones with
well-established game-based security notions - in the UC framework (e.g., [4, 12,14,16,27,28,32,36,38,39]).

UC Secure Adaptor Signatures. Tairi et al. [53] took the first step toward this goal by formalizing an ideal
functionality for adaptor signatures, which we refer to as “F [53].” This first functionality is an important ad-
vance; however, similar challenges that plagued game-based approaches exist in the UC setting, and modeling
a functionality for adaptor signatures turns out to be highly non-trivial. In particular, we demonstrate in Sec-
tion 3.2 that no adaptor signature scheme can realize F [53]. Based on this result—and on more problems—
we show that Schnorr adaptor signatures cannot realize F [53]. Furthermore, we show that the functionality
does not provide extractability nor adaptability to higher-level protocols.

This situation is highly unsatisfactory. Either we rely on game-based definitions and hope they o!er
su"cient robustness for practical composability, or we rely on an ideal functionality that does not formalize
the required game-based notions nor can be realized by any adaptor signature scheme. This leads us to the
following questions:

– How can adaptor signatures be properly formalized in the UC setting?
– Given the practical importance of Schnorr-based schemes, can we provide UC guarantees for

them?

We answer both questions a"rmatively. More specifically:
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1.1 Our Contributions
In this paper, we explore how adaptor signature security can be meaningfully captured within the Universal
Composability (UC) framework. We present both negative results—revealing structural obstacles in existing
formulations—and positive results, culminating in a new, realizable ideal functionality for adaptor signatures.
Negative Results. We demonstrate several fundamental limitations of the functionality F [53] proposed by
Tairi et al. [53]:
– We prove that no adaptor signature scheme can realize F [53].
– Even if a realizing scheme existed, we show that F [53] fails to formalize extractability and adaptabil-

ity—the defining security property of adaptor signatures—thereby undermining compositional guarantees
for protocols built on top.

Positive Results. To overcome these limitations, we develop a new ideal functionality for adaptor signatures
that aligns with modern game-based security definitions and is realizable in practice:
– We propose a redesigned ideal functionality that faithfully captures the core guarantees of adaptor signa-

tures while avoiding the pitfalls of prior formulations.
– We prove that, if an adaptor signature scheme achieves all core security guarantees as defined via the

game-based notions of [29] and additionally achieves two further properties that we introduce here, then
it realizes our functionality.

– We give evidence that both of these additional requirements are inherently needed to define UC secure
adaptor signatures, hence identifying a so-far unknown gap between established game-based notions [29]
and fully composable security. We also find that the standard implementation of Schnorr-based adaptor
signatures, which achieves the notions of [29], does not satisfy both additional requirements.

– We construct an enhanced Schnorr-based adaptor signature scheme that not just achieves all core security
guarantees but also the two additional requirements, yielding the first UC-secure adaptor signature scheme.
Our enhanced scheme does not introduce additional assumptions and is highly e"cient. Crucially, our
construction remains compatible with Schnorr signatures, making it suitable for deployment on Bitcoin
and similar platforms.

1.2 Related Work
Adaptor signatures were initially introduced in the informal work of Poelstra [44] and later received a formal
treatment by Aumayr et al. [3]. Dai et al. [20] identified shortcomings in this formalization and proposed
refined game-based security definitions. Gerhart et al. [29] extended this refined framework and provided
game-based security definitions for adaptor signatures in a broader context—including coin-mixing services.
These further extensions were necessary, since adaptor signatures have been applied in a variety of contexts,
private coin mixing [30, 45], oracle-based payment systems [41], and fair signature exchange [31, 54] beyond
the initial application for Payment Channel Networks (PCNs) [22,23,42,43].

Other lines of work for adaptor signatures have focused on finding adaptor signatures from a variety of
assumptions. Adaptor signatures have been found in the post-quantum setting, including proposals by Esgin
et al. [25], Tairi et al. [52], and Renan et al. [47]. A generic construction for adaptor signatures exists from
multi-party [17] computation, and a class of dichotomic signatures can be generally transformed into adaptor
signatures [24,29].

To enable applications of adaptor signatures in which multiple signers are required, threshold and two-
party adaptor signatures have been introduced [5, 24, 34]. To extend the general extracting functionality,
Vanjani et al. [55] introduced functional adaptor signatures, in which the signer extracts a function of the
witness rather than the witness itself.

A treatment for adaptor signatures in the Universal Composability (UC) framework was developed by
Tairi, Moreno-Sanchez, and Schneidewind [53]. We provide a detailed comparison with our approach in
Section 3.2.

In addition to the work of directly related to adaptor signatures, adaptor signatures share properties
with verifiably encrypted signatures [8,48]. However, these schemes di!er fundamentally in that they do not
support public adaptivity or e"cient witness extraction from the signature–ciphertext pair.
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2 Preliminaries

By x →$ X, we denote the uniform sampling of x from the set X, and ε represents the security parameter. By
y → A(x; r) we denote a probabilistic polynomial time (PPT) algorithm A that on input x and randomness
r, outputs y. When A is a deterministic polynomial time (DPT) algorithm, we use the notation x := A(y).
When we write if↑x in an algorithm to check the existence of a value (e.g., in a tuple or relation), then
within that if clause we bind the variable x to refer to that value. If there are multiple such values, x refers
to the chronologically first one. We call a function negl : N ↓ R negligible in n if for every k ↔ N, there exists
ε0 ↔ N s.t. for every ε ↗ ε0 it holds that |negl(ε)| ↘ ε

→k. We use the function assert to check if a condition
holds. The function call assert condition aborts the game in which it is called, if condition evaluates to false.

In this section, we focus on adaptor signatures and the UC framework. We recall definitions for non-
interactive zero-knowledge proofs, signatures, and hard relations, in Appendix A.

2.1 The UC Framework

Universal Composability (UC) is a simulation-based paradigm for modeling and proving security of protocols
(e.g., [11, 15, 40]). In a UC security analysis, one first defines an ideal functionality F that specifies the
intended security and functionality of a protocol. The functionality F is secure by definition, but typically
cannot be run in practice. To analyze the security of a concrete protocol P (called the real protocol), one
shows that there exists a probabilistic polynomial-time (PPT) simulator S that controls the adversarial
interface of F such that no PPT environment E can distinguish whether it is interacting with the real world
(running P) or the ideal world (running F with S, denoted by F | S). Since F is secure by definition,
this indistinguishability implies that P preserves the same guarantees. In this case, we say that P securely
implements, or (UC-)realizes, F , written as P ↘ F . The UC framework supports a powerful composition
theorem: if P ↘ F , then any PPT protocol Q using P as a subroutine (written Q | P) also realizes the
version using F instead (i.e., Q | P ↘ Q | F). This allows one to first prove that Q | F realizes another ideal
functionality F

↑, and then replace F with P without requiring further proof. Protocols such as Q | F that
use ideal subroutines are called hybrid protocols.

2.2 Adaptor Signatures

Adaptor signatures are primarily used in cryptocurrency protocols, such as atomic swaps [3] and payment
channel constructions [24], where signatures must conform to a fixed, predefined format (e.g., Schnorr or
ECDSA) to be accepted by the blockchain. This practical requirement means that adaptor signatures must
produce valid instances of the underlying scheme. This limits the design space and makes compatibility with
existing formats a critical constraint. Therefore, an adaptor signature scheme ASω,R extends a signature
scheme ϑ = (KGen, Sign,Vrfy) with four additional algorithms: ASω,R = (pSign, pVrfy,Adapt,Extract). The
pre-signing algorithm pSign(sk, x, Y ) allows a signer with secret key sk to tie a statement Y ↔ LR and a
message x, producing a pre-signature ω̃. The pre-signature can be publicly verified using pVrfy(pk, x, Y, ω̃) for
a public key pk. Given a witness y for the statement Y , the adapting algorithm Adapt(pk, ω̃, y, Y ) transforms
the pre-signature into a valid full signature ω. Finally, the extracting algorithm Extract(pk, ω̃,ω, Y ) recovers
the witness y from a valid signature–pre-signature pair. We define adaptor signatures following the latest
formulation in [29]:

Definition 1 (Adaptor Signature). An adaptor signature scheme ASω,R w.r.t. a signature scheme ϑ =
(KGen, Sign,Vrfy) and a hard relation R consists of a tuple of algorithms ASω,R = (pSign,Adapt, pVrfy,Extract)
defined as

– ω̃ → pSign(sk, x, Y ). The pre-signing algorithm is a probabilistic polynomial-time (PPT) algorithm that,
on input a secret key sk, a message x ↔ {0, 1}εm , and a statement Y ↔ LR, outputs a pre-signature ω̃.

– b → pVrfy(pk, x, Y, ω̃). The pre-verification algorithm is a deterministic polynomial-time (DPT) algorithm
that, on input a public key pk, message x ↔ {0, 1}εm , statement Y ↔ LR, and pre-signature ω̃, outputs a
bit b indicating acceptance or rejection.
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– ω := Adapt(pk, ω̃, y, Y ). The adapting algorithm is a DPT algorithm that, given a public key pk, pre-
signature ω̃, witness y, and a statement Y , outputs a full signature ω.

– y := Extract(pk, ω̃,ω, Y ). The extracting algorithm is a DPT algorithm that, on input a public key pk, a
pre-signature ω̃, a full signature ω, and a statement Y ↔ LR, outputs a witness y such that (Y, y) ↔ R,
or outputs ≃ if extraction fails.

To improve readability, we often omit the subscript in ASω,R and simply write AS when the underlying
signature scheme ϑ and relation R are clear from context. For technical convenience, we require the Adapt

algorithm to never output an error symbol. Additionally, we modify its input to explicitly include the state-
ment Y with respect to which the pre-signature is being adapted. This change does not restrict generality:
any language can be redefined so that the witness y includes the statement as part of its structure. However,
making the statement explicit simplifies the formalization of adaptor signatures in the UC framework.

Game-Based Security Definitions. Beginning with applications in Payment Channel Networks (PCNs)
[22, 23, 42, 43], the security requirements for adaptor signatures have progressively evolved to accommodate
more advanced use cases such as private coin mixing [30,45] and oracle-based payments [41], among others.
Based on these applications, adaptor signatures are thus generally expected [29] to provide the following
three security properties, where each property is formalized via a separate security game. We provide an
intuition here and defer a more formal treatment to Appendix A.6.

Extractability. Extractability generalizes existential unforgeability for signatures to the adaptor signature
setting by incorporating witness extraction: The adversary can query sign and pre-sign oracles to generate
signatures on messages and pre-signatures on message–statement pairs. To break extractability, an adversary
must output a valid signature on a message that was not signed before (unforgeability) and that also cannot be
paired with any previously generated pre-signature to extract a valid witness for the corresponding statement
(witness extraction). This property protects the signer : if a valid signature appears (e.g., on-chain), the signer
is assured that it either produced a signature on the message itself or can extract a witness from it using a
pre-signature it previously issued.

Pre-Signature Adaptability. Pre-signature adaptability guarantees that any valid pre-signature—when com-
bined with a correct witness—can always be adapted into a valid full signature on the associated message.
Thus, the pre-signature acts as a verifiable commitment to a future signature that the adapter can complete
once he obtains a witness, which might not yet be the case when the pre-signature is received and verified.
This property, therefore, protects the adapter by ensuring that he can safely proceed with an exchange
whenever pre-signatures are valid, confident that future possession of a witness will eventually yield a valid,
publicly verifiable signature.

Unique Extractability. Adaptor signatures have also been employed in three-party settings, particularly in
coin-mixing applications [30, 45], where an additional security property—unique extractability—is required
to ensure that a single pre-signature corresponds to exactly one adapted signature, preventing ambiguity
or double-spending within the protocol. That is, no e"cient adversary can derive two di!erent valid sig-
natures on the same message that both extract with a single pre-signature on that message(potentially to
di!erent witnesses). This property protects the signer by ensuring that pre-signatures cannot be equivocally
interpreted.

Schnorr Adaptor Signatures. Due to its compatibility with Bitcoin, the Schnorr adaptor signature [3]
is the most prominent instance that we briefly recall and defer a formal description to Construction 2. The
construction follows the structure of Schnorr signatures, which have a secret key sk ↔ Zq and a corresponding
public key pk = g

sk, and uses the discrete logarithm (DLog) relation over a prime-order group G. A state-
ment Y ↔ G is of the form Y = g

y for a witness y ↔ Zq. To produce a pre-signature on a message x, the signer
samples a random r →$ Zp, computes the nonce R = g

r, and derives the challenge c = HSign(pk, x, R · Y ).
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The signer then computes s = r + c · sk and returns the resulting pre-signature ω̃ = (R · Y, s). Given a valid
witness y for Y , the adaptor can compute a full signature ω = (R ·Y, s+y), which is a valid Schnorr signature
under the nonce R · Y = g

r+y. Anyone who receives both the pre-signature ω̃ and the full signature ω can
extract the embedded witness as y = s

↑
⇐s where s↑ is the second component of ω. A pre-signature ω̃ = (R↑

, s)
is considered valid for a message x and a statement Y if, given the public key pk, the verifier can compute
the challenge c = HSign(pk, x, R↑) and check that the following equality holds: gs ·Y ?

= R
↑
·pk

c
. This condition

ensures that the pre-signature is structurally consistent with the Schnorr signature equation and will yield
a valid signature when adapted with a correct witness.

3 A First UC definition: Technical Gaps in F [53]

As mentioned in the introduction, recently Tairi, Moreno-Sanchez, and Schneidewind proposed the first and
so far only UC definition of adaptor signatures [53]; we will refer to their functionality as F [53]. Before we
discuss F [53], we present two technical observations about F [53] that clarify its scope and place it in its
timely cryptographic context.

First, Tairi et al. [53] define adaptor signature security in terms of two earlier game-based notions:
unforgeability and witness extractability. These notions have since been subsumed by the more expressive
notion of extractability, which strictly generalizes both [20]. While this shows that the UC formalization
builds on a now-outdated foundation, this does not invalidate our analysis: all gaps we identify with respect
to extractability remain meaningful, even when interpreted under the older notion of witness extractability.
Moreover, the limitations of those earlier definitions, such as their one-time security scope [29], were neither
intended by [53] nor enforced by F [53]. For these reasons, we adopt extractability as the appropriate baseline
for our evaluation, but our negative results apply regardless.

Second, [53] models (pre-)signing as a distributed two-party protocol that jointly computes (pre-)signatures,
as this was required for their case study. However, it is not just straightforward to interpret F [53] as a single-
signer functionality but all of our results concering F [53] are actually independent of whether a single- or
two-signer setting is considered. For simplicity of presentation and since we aim for the standard case of
single-signer UC secure adaptor signatures, we present and discuss F [53] directly in the single-signer setting.

3.1 Definition of F [53]

The definition by Tairi et al. builds on and extends the UC signature functionality of Kiayias et al. [35],
which itself extends Canetti’s foundational ideal functionality for digital signatures [14]. Roughly speaking,
these prior ideal signature functionalities o!er a Sign and a Vrfy oracle that the environment/parties in a
higher-level protocol can access.3

When a party requests a signature on a message x, the functionality forwards the request to the simulator,
which returns a signature ω to be handed back to the caller. The functionality internally maintains a list Q

of all message–signature pairs it has issued in this way. Verification is likewise modeled as an interactive
procedure. Before consulting the simulator on what the result of verification should be, the functionality first
checks the list Q to enforce unforgeability and two functional properties:

– (Existential) Unforgeability: If the message x was never signed, i.e., no pair (x,ω↑) does appear in Q,
the functionality does not verify the signature.

– Completeness/Correctness: If the pair was honestly generated via signing, it verifies.
– Consistency: If the pair (x,ω) has been verified before, the functionality returns the same decision.

If none of these cases apply, the functionality defers to the simulators response. The final outcome is then
stored in the list Q to ensure consistent future responses. Observe that these oracle definitions illustrate a
3 We say “oracle” when we want to refer to the interface provided by a UC protocol. We say “algorithm” to refer to

the actual algorithm being used as part of a signature scheme. In the realization of an ideal functionality, an oracle
internally just runs the corresponding algorithm and returns the result.
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fundamental design decision that Tairi et al. also largely follow: Rather than locally executing the corre-
sponding algorithms to determine oracle outputs, they are instead obtained via an interactive process from
the simulator.

Augmenting the Signature Functionality for the Adaptor Setting. To obtain the ideal adaptor signature
functionality F [53], Tairi et al. augment the UC signature functionality by introducing further oracles for
pre-signing, pre-verification, adaptation, and extraction. To formalize additional security properties, they
further introduce a second list P that records and keeps track of pre-signatures generated through honest
pre-signing. We provide a high-level summary of F [53] in Figure 1 and briefly describe the main concepts
next, which is su"cient to follow our results. We refer interested readers to Figure 9 in [53] for the full formal
definition.

When the pSign oracle is invoked on a message x and statement Y , F [53] queries the simulator to obtain
a pre signature ω̃ – subject to the restriction that pVrfy has not previously returned false for x and ω̃ – and
stores a new entry in P of the form e := (x, Y, ω̃, 1), where the bit 1 marks the entry as valid.

The pVrfy oracle is defined similarly to the Vrfy oracle: Upon being called with a message x, a pre-
signature ω̃, and a statement Y , the oracle queries the simulator to determine the verification result, subject
to the following restrictions which are computed based on the list P list: If ω̃ was previously returned by the
pSign oracle for x and Y , then it must verify (completeness/correctness). If the pSign oracle was never called
on the message x and Y , then the verification must fail (existential unforgeability of pre-signatures). If this
combination of inputs has been queried before to pVrfy, then the output must be the same (consistency).
Finally, if the verification result has not yet been stored for a pre-signature–statement pair, then a new entry
is added to the list P, analogous to the pSign oracle.

The Adapt oracle can be called by providing a witness y and a pre-signature ω̃. The oracle aborts if there
is no unadapted entry (x, Y, ω̃, 1) ↔ P containg ω̃. It then checks that y is a witness for Y . If so, it locally
runs the deterministic Adapt algorithm of the adaptor signature scheme on ω̃ and y to compute a signature
ω. It finally adds the pair (x,ω) to Q such that they will be verified by the Vrfy oracle and updates the entry
in P to contain y and ω, e!ectively marking the pre-signature as adapted

The Extract oracle is then defined as the inverse of the Adapt oracle. That is, when called on a pre-
signature ω̃ and a signature ω, the Extract oracle checks whether there is a matching adapted pre-signature,
such that for the pair (ω̃,ω), a witness y is stored. If so, the oracle returns y. In all other cases, the extraction
oracle fails by returning ≃. Observe that the set P plays a central role in formalizing two of the major
security properties from Section 2.2:

– Pre-Signature Adaptability: Any pre-signature either generated by pSign (which is guaranteed to
verify) or verified by pVrfy can be completed into a valid signature using a valid witness via a call to the
Adapt oracle. Since the resulting signature is added to Q, it will verify in the Vrfy oracle.

– Extractability: If a signature verifies under Vrfy, then it was added either by the Sign or the Adapt oracle
to the set Q. In the latter case, the Adapt oracle guarantees that this is only possible for a valid witness
and a pre-signature on a message that was previously pre-signed. The definition of the Extract guarantees
that the witness used for the call to Adapt will be returned when queried with that pre-signature.

The ideal functionality by Tairi et al. is not designed to formalize the third property from Section 2.2,
i.e., unique extractability, as this property was not needed for their specific case study. Tairi et al. [53] state
that their ideal functionality can be realized by any adaptor signatures that satisfy standard game-based
security:

Theorem 1 (Informal, Theorem 2 of [53]). Let ASω,R be an adaptor signature scheme for a hard
relation R and secure signature scheme ϑ. If ASω,R is extractable and pre-signature adaptable, then ASω,R
UC-realizes the ideal functionality.

Schnorr adaptor signatures —the most widely used adaptor signatures in practice— are known to achieve
these game-based security notions [24, 29]. If the above theorem were correct, it would imply that Schnorr
adaptor signatures realize the F [53] functionality. However, we show that the theorem is incorrect, and this
implication does not hold.
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The functionality maintains two lists: Q for signatures and P for (adapted) pre-signatures.

(Pre-)Signature Generation: Upon receiving a signing request for a message x, or a pre-signing request for
a message–statement pair (x, Y ), forward the request to Sim. Upon receiving a signature ω, abort if (x,ω) or
(x, Y,ω) is marked invalid in Q or P. Otherwise, store the result as valid and output ω.
– If this is a signature, record (x,ω, 1) in Q.
– If this is a pre-signature, record (x, Y,ω, 1) in P.

(Pre-)Signature Verification: Upon receiving a verification request for (x, Y,ω)—where Y = → indicates
that ω is a signature rather than a pre-signature—forward the request to Sim.
– If (x, Y,ω, 1) is recorded in Q or P, return 1 (completeness).
– If (x, Y,ω, f) exists, return the stored bit f (consistency).
– If no entry for (x, Y, ·) exists, return 0 and record (x, Y,ω, 0) in Q or P (unforgeability).
– Otherwise, return the simulator’s decision and record (x, Y,ω, f) in Q or P.

Adaptation: Upon receiving an adaptation request (pk, ω̃, y), check whether ω̃ is marked as valid and unadapted
in P, and whether pk is a valid public key. If not, abort. Otherwise, compute the adapted signature locally,
update the entry in P with the adapted signature and witness.

Extraction: Upon receiving an extraction request (pk, ω̃,ω), return the stored witness if (ω̃,ω) appears as an
adapted pair in P; otherwise, return →.

Fig. 1. Simplified functionality of Tairi et al. [53]. We omit key generation, session identifiers, and internal bookkeeping
details, which are not relevant for this overview. For the full specification, see [53].

3.2 Issues in the existing UC Definition

As our first main contribution, we identify a series of severe conceptual and technical issues in F [53]. They
can be categorized into three types depending on their implications:

– We identify additional requirements of F [53] on realizations that are not captured by Theorem 1, therefore
falsifying the theorem. Notably, we can show that Schnorr adaptor signatures do not realize F [53]. This
shows that stronger preconditions on realizations are needed.

– We show that F [53] formalizes neither pre-signature adaptability nor extractability towards higher-level
protocols. A hybrid protocol relying on F [53] can hence not use these properties in its security analysis,
defeating the point of a modular UC analysis.

– We show that F [53] fundamentally cannot be realized by any adaptor signature scheme, even under
additional stronger assumptions. This is due to certain underlying design decisions that we discuss in
the following.

In what follows, we explain each issue.

Requirement: Existential Pre-signature Unforgeability. First, we observe that in F [53] a pre-signature may
successfully pre-verify on a message-statment pair (x, Y ) only if (x, Y ) was previously pre-signed. We show
two ways in which Schnorr adaptor signatures [3] do not comply with this notion.

The first way, we call “reverse adapting”. Given a statement–witness pair (Y, y) and a valid Schnorr
signature (ω1,ω2) on a message x, one can compute a valid pre-signature by “reversing” the adaptation:
simply set ω̃ = (ω1,ω2 ⇐ y). This pre-signature will satisfy the pre-verification check for (x, Y ), even though
it was never produced via an honest pre-signing invocation. In other words, an adversary with access to a
valid signature and a statement-witness pair of its choice can forge a valid pre-signature on this statement.

The second way, we call “statement shifting”. That is, given a valid pre-signature ω̃ = (R · Y, s) on some
statement Y = g

y, it is possible to derive a valid pre-signature on a related statement without querying
the pre-signing oracle. From a valid pre-signature ω̃ = (R · Y, s), one can compute a new valid pre-signature
ω̃
↑ = (R ·Y, s⇐1) which is valid w.r.t. the shifted statement Y ↑ = Y ·g = g

y+1. This transformation preserves
the combined commitment R · Y , which appears in the challenge computation. This pre-signature is valid
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under the same message as ω̃ but under the shifted statement Y
↑ and breaks pre-signature unforgeability.

Interestingly, this property of Schnorr does not contradict extractability: For both ω̃ and ω̃
↑, adapting with

the corresponding witness will yield the same overall signature ω since the addition of the witness removes
the di!erence introduced by statement shifting. Hence, when the signer obtains ω and runs extract on the
original ω̃ that he generated, he will obtain the witness y on his statement Y (rather than the y + 1 on Y

↑).

Requirement: Extractability limited by number of Pre-Signatures. Observe that the Extract oracle in F [53]
returns a witness only if there exists an entry e := (x, Y, ω̃, 1, y,ω) that was previously added by the Adapt

oracle by updating an entry of the form e
↑ := (x, Y, ω̃, 1). Such an entry e

↑ can only be added to P by the
pSign and pVrfy oracles – at most one per call to each oracle. Hence F [53] requires something similar to a
one-to-one relationship between the number of pre-signatures seen so far and witnesses that can be extracted.
This is not implied by extractability and pre-signature adaptability and hence falsifies Theorem 1.

As a concrete counterexample, consider the adaptor signature scheme AS constructed in Figure 5 of [29].
This scheme is extractable and pre-signature adaptable. But there exists a ppt attacker A that, given a single
valid pre signature ω̃, can compute two distinct full signatures ω ⇒= ω

↑ such that both signatures are valid and
both of them extract w.r.t. ω̃. This scheme therefore does not realize F [53]: An environment can distinguish
both cases by running A, who queries only the pSign oracle and only once, and then checking whether the
Extract oracle returns a witness for both ω and ω

↑.
One way to prevent this distinguishing attack would be to additionally require that the adaptor signature

scheme AS provides unique extractability. In fact, it seems possible – albeit out of the scope of this work – to
formally show that if there is a negligible likelihood for pre-signatures generated by the pSign algorithm to
collide, then such an adaptor signature scheme AS can realize F [53] only if it achieves unique extractability.
This is despite F [53] not being designed to and indeed not formalizing this security property towards higher-
level protocols.

Requirement: Adaptability/Extraction only for Verified Pre-Signatures. The Adapt and Extract oracles in
F [53] will return an output only for pre-signatures that are marked as verified in P, either because they
were previously returned by the pSign oracle or successfully verified by the pVrfy oracle. No existing adaptor
signature construction provides these properties, e.g., compare the Adapt (Extract) algorithm used for Schnorr
adaptor signatures, which will also return an output for invalid pre-signatures. Since Adapt does not take the
message x as input, existing algorithms also cannot simply be changed to first verify the pre-signature by
running the pVrfy algorithm. While it might be possible to construct adaptor signatures with these properties,
this really seems to be an unintended artifact of F [53].

Property not formalized: Pre-Signature Adaptability. The Adapt oracle in F [53] uses the pre-signature input
ω̃ to locate an entry in the list that matches ω̃, i.e, has the form e := (x, Y, ω̃, 1), and then updates that
entry with an adapted signature ω. However, there might be a second entry e

↑ := (x↑
, Y, ω̃, 1), indicating that

the same pre-signature is also associated with a di!erent message x
↑. This can happen if the pSign oracle

is called twice, once on x and once on x
↑, and the attacker chooses to provide the same pre-signature ω̃ for

both queries.
As a consequence, the resulting adapted signature ω is guaranteed to be valid with respect to x but will

be invalid for x
↑, thereby contradicting pre-signature adaptability. Notably, this has the e!ect that a higher-

level/hybrid protocol building on F [53] cannot actually use/assume that any pre-signature which verifies for
some message x

↑ will be adapted to a valid signature for the same message.

Property not formalized: Extractability. Higher-level/hybrid protocols using F [53] further cannot make use
of the extractability property since this is also not actually captured. Specifically, consider the following
sequence: An honest signer Phon in a higher-level protocol uses the pSign oracle on some message x to obtain
a pre-signature ω̃. A malicious party Pmal then uses the pVrfy oracle to verify a di!erent pre-signature ω̃

↑

w.r.t. the same message x. Since that message has already been pre-signed, F [53] allows the adversary,
which is controlled by the environment in hybrid settings, to return successful verification for ω̃↑ (existential
unforgeability for pre-signatures). The malicious party Pmal can then use the Adapt oracle on ω̃

↑ to obtain a
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valid signature ω which F [53] then guarantees to extract (only) w.r.t. to ω̃
↑. However, ω will not extract w.r.t.

to any pre-signature that Phon knows, i.e., malicious parties can obtain a valid signature without having to
reveal a witness to the honest signer.

Jumping slightly ahead, it appears that the underlying issue lies in existential unforgeability actually
being too weak to define extractability in a UC setting. We address this point by instead requiring a form of
strong unforgeability. We will further discuss in Section 5.1 why this appears to be an inherent requirement
due to the di!erence between non-composable game-based security and composable UC security.

Unrealizability: One-Time Adaptability. A pre-signature ω̃ in F [53] can only be adapted if an entry of the
form e := (x, Y, ω̃, 1) is present in the list P. Once the pre-signature is successfully adapted, the functionality
updates the corresponding entry to e := (x, Y, ω̃, 1, y,ω). As a result, further invocations of the adaptation
oracle using the same pre-signature are no longer possible, since no entry of the required form (x, Y, ω̃, 1) is
present in P.

This is impossible to achieve with any (non-interactive) adaptor signature scheme: the Adapt algorithm
would have to fail for some party P1 depending on whether a di!erent party P2 has already run the Adapt

algorithm on the same input.

Unrealizability Due to Local Algorithms. Fundamentally, the entire design of F [53] is based on the implicit
assumption that all algorithms can be executed only by calling the corresponding oracle of F [53] such that
the functionality always has full information about all inputs and actions. Such a design is possible for
algorithms relying on secret inputs, such as the pSign algorithm, which requires a secret signing key that
is abstracted by F [53] and hence can only be computed by using the corresponding pSign oracle of F [53].
However, several algorithms, notably Adapt and Extract, take only public inputs and can hence be locally
computed by an environment without using the oracles provided by F [53]. This allows for several trivial
distinguishing attacks on all adaptor signature schemes.

As just one concrete example, consider the following scenario: The environment uses the pSign oracle
to obtain a (valid) pre-signature ω̃ on a message x and a statement Y for which it knows a corresponding
witness y. The environment then internally computes the Adapt algorithm on (ω̃, y) to obtain an adapted
signature ω – without querying the Adapt oracle of the functionality/real protocol. Finally, it calls the Extract
oracle on ω̃ and ω. By definition of F [53], since the Adapt oracle was never used, there is no record in P

containing ω or even just the witness – the Extract oracle will hence return ≃ in the ideal world. However,
in the real world, the Extract oracle will run the Extract algorithm, which returns y as the signature was
correctly adapted (formally follows from extractability, which is required to be able to realize F [53]).

4 Technical Outline: Formalizing Fasig

While F [53] is an important step towards universally composable adaptor signatures with strong security
guarantees, the variety of technical issues we found in F [53] shows that defining such an ideal adaptor
signature functionality turns out to be non-trivial and much harder than perhaps expected.

We fill this gap in the literature by proposing a new ideal adaptor signature functionality Fasig. Our
goals for this functionality are as follows: Besides the usual correctness sanity check, it shall formalize the
three key security properties of adaptor signatures – extractability, unique extractability, and pre-signature
adaptability from Section 2.2 – in such a manner that composed hybrid protocols built on top of Fasig can
rely on these security properties for their security analysis. The functionality shall further be realizable by
correct adaptor signature schemes meeting the corresponding game-based notions of extractability, unique
extractability, and pre-signature adaptability from Section 2.2, plus possibly some additional requirements
needed for defining and obtaining composable security. We will identify these additional requirements and
aim to keep them minimal.

This section presents the core technical ideas underlying the design of Fasig. We begin by identifying
the inherent modeling challenges that arise when attempting to capture the behavior of adaptor signature
schemes in the UC framework. We then detail the design of Fasig – thus obtaining the first ideal adaptor
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signature functionality that is not just realizable but also o!ers composable security guarantees that can be
used by higher-level protocols.

4.1 Inherent Conflicts in Modeling Adaptor Signature Security

A key challenge in defining any ideal adaptor signature functionality lies in resolving the fundamental conflict
between “positive” security properties such as correctness and pre-signature adaptability, which imply that
signatures must verify under certain conditions, and “negative” properties such as extractability and unique
extractability, which imply that signatures must not verify under certain conditions. This conflict is often
relatively easy to resolve in game-based notions, which consider only one property at a time and can argue
over the whole run that has already concluded while having access to all information of that run. In contrast,
a UC ideal functionality runs into the issue that it has to essentially “commit” on one or the other decision,
e.g., whether a signature verifies, while the run is still ongoing and while having only limited information.
Once committed, the functionality must be able to “patch” all future actions in such a way that they remain
consistent with the required implications.

For example, consider pre-signature adaptability and extractability: intuitively, pre-signature adaptability
is the implication “if a pre-signature verifies under pVrfy, then a signature returned by Adapt given a valid
witness is guaranteed to verify under Vrfy”. Extractability intuitively is the implication “if a signature was not
returned by Sign and does not extract under Extract for any pre-signature (returned by ω̃), then it must not
verify”. The ideal functionality now has to resolve the following situation: If it returns true for a pre-signature
ω̃ entered into the pVrfy oracle, then the functionality is committed in the sense that all signatures ω returned
by the Adapt oracle must verify using the Vrfy oracle (pre-signature adaptability). At the same time, the
ideal functionality should be defined to reject such signatures if they are not extractable. Furthermore, if
an adapted ω is accepted by Vrfy due to pre-signature adaptability, then the ideal functionality is again
committed in the sense that, for extractability, the Extract oracle has to return a witness for at least one
pre-signature ω̃

↑ previously returned by pSign that might potentially not be the same as ω̃, say, because
pre-signatures are malleable.

Jumping slightly ahead, to resolve this clash, we identify conditions that Fasig can impose on pVrfy such
that Fasig remains realizable, yet these conditions are su"cient to imply that any resulting adapted signatures
are extractable. Since pVrfy does not yet have access to a witness, this also involves patching the output of
the Extract oracle in certain cases, which bears some similarity to the functionality of Tairi et al. [53]. Both of
these changes allow Fasig to always accept such adapted signatures in Vrfy. Supporting unique extractability
in Fasig brings similar complications and requires imposing further conditions on pVrfy as well as patching
of the Adapt output to avoid clashes with pre-signature adaptability in Vrfy. A major challenge here is that
patching of Adapt depends on the unique extractability property, which itself is defined over the signed
message x, yet the Adapt oracle does not have access to x. We address this point by additionally requiring
that valid pre-signatures are bound to a unique message x such that Adapt can retrieve that message based
on the pre-signature.

4.2 A New Functionality

The issues that we identified for F [53] are partly caused by an underlying fundamental design decision,
namely, the implicit assumption that all algorithms can only and indeed are always executed via oracle calls.
As explained above, this is not the case for locally executable algorithms relying only on publicly available
information such as Adapt,Extract, pVrfy,Vrfy. For Fasig we therefore start from scratch following a di!erent
design philosophy: Similar to other existing ideal signature functionalities such as [37,39], all oracles of Fasig
will internally run the real algorithms and then only perform certain additional checks on top, possibly
altering the output in the process, to enforce security properties. While many aspects and certain ideas of
the functionality of Tairi et al. [53] will also be represented in some form in Fasig, by following this di!erent
definitional style, we can indeed show that Fasig is realizable while providing expected security guarantees
to higher-level protocols.
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
Return (Signature, Sign(sk, x))

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
Return (PreSignature, pSign(sk, x, Y ))

On (Adapt, pk , ω̃, y, Y ) for party pid , return (Adapt,Adapt(pk , ω̃, y, Y ))

On (Extract, pk , ω̃,ω, Y ) for party pid , return (Extract,Extract(pk , ω̃,ω, Y ))

On (pVerify, pk , x, Y, ω̃) for party pid , return (VerResult, pVrfy(pk , x, Y, ω̃))

On (Verify, pk , x,ω) for party pid , return (VerResult,Vrfy(pk , x,ω))

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 2. Baseline ideal functionality for adaptor signatures/envisioned realization. The functionality is parameterized
by the local algorithms invoked in response to oracle queries. At this stage, no security properties are enforced; the
functionality simply reflects the behavior of a concrete adaptor signature scheme when used as realization.

It turns out that to define and reconcile the three key security properties of extractability, adaptability,
and unique extractability within a single composable ideal functionality Fasig, the functionality additionally
has to formalize and require two further properties that, at first glance, might seem unrelated (strongly
unforgeable and message-bound pre-signatures). In Section 5.1 we discuss why both of these properties
appear to be inherently needed for any definition of an ideal adaptor signature functionality.

In the rest of this technical outline, we give an overview of the construction of Fasig via a sequence of
refinement steps. We start from a baseline version that only runs the corresponding algorithms without any
security guarantees, i.e., essentially the envisioned realization (cf. Figure 2). We then iteratively add changes
that enforce security properties until we reach the final version (cf. Figure 5). This should not only help
follow and verify the design rationale. It also serves as an extended proof sketch, as these steps correspond
to game hops in our realization proof.

Correctness. We begin by modifying the Sign and pSign oracles to internally maintain lists Hsign and HpSign,
which store all message-signature pairs or message-pre-signature-statement triples that have been successfully
produced via signing or pre-signing, respectively. Additionally, we introduce the lists Hverify and HpVerify, which
record the same type of pairs (triples) but for successfully verified calls the Vrfy and pVrfy oracles. Finally, we
add the list Hadapt, which stores tuples of the form (x, ω̃, Y, y,ω) whenever the Adapt oracle is used on input
pre-signature ω̃ and valid witness y for statement Y such that (x, ω̃, Y ) ↔ HpVerify. In other words, Hadapt

keeps track of pre-signatures that were successfully pre-verified and are now adapted correctly for the same
statement with a valid witness. We note that together with the next change (message-bound pre-signatures;
introduced right after correctness), there will be at most one message x such that (x, ω̃, Y ) ↔ HpVerify, i.e.,
the message x will be uniquely defined.

These lists are used as bookkeeping to enforce security properties in the following steps. We keep separate
lists for each operation rather than trying to merge several steps into a single list, such as P in F [53]. This
makes it easier to formalize fine-grained security properties later on. It also reduces the risk of accidental
incompatibilities with realizations due to locally executable algorithms: local execution only a!ects individual
lists for the corresponding algorithms, rather than everything in a single merged list.
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Based on these lists, we first enforce correctness. To this end, we augment the Vrfy and pVrfy oracles
to consult the Hsign and HpSign lists: When the oracle is called, it checks whether the inputs appear in Hsign

or HpSign respectively, i.e., were previously generated by a successful (pre-)sign operation. If so, the oracle
overwrites a potentially negative verification result of the (pre-)verification algorithm with true, ensuring that
all honestly generated (pre-)signatures always verify successfully. Additionally, we enhance the Extract oracle
to preserve correctness in witness extraction for signatures computed by the Adapt oracle. More precisely,
when extracting from a pre-signature–signature–statement triple (ω̃,ω, Y ), the functionality checks whether
this triple is recorded in Hadapt. If so, but the extract algorithm fails to return a valid witness for Y , the
functionality overrides the output with the correct witness y previously stored in Hadapt (choosing the first
such witness if there are multiple stored in Hadapt). Observe that, by definition of Hadapt, this guarantees
correct witness extraction for signatures returned by the Adapt oracle using a verified pre-signature with a
valid witness. It does not, however, provide any guarantees for adapted signatures using a pre-signature that
was not pre-verified via the pVrfy oracle, using an invalid witness or di!erent statement, or for signatures
computed by running the Adapt algorithm locally without querying the oracle. This is therefore not yet
a very useful property on its own but will rather be needed to reconcile extractability with pre-signature
adaptability in a later step (see paragraph Pre-Signature Unforgeability).

We provide the corresponding version of our functionality in Figure 13, and formally prove in Claim 1 that
every adaptor signature scheme AS satisfying both message-boundedness and correctness securely realizes
this version of the functionality.

Message-bound pre-signatures. Once established correctness, we enforce that each pre-signature is valid for
exactly one message. As mentioned in Section 4.1 and further discussed later in Section 5.1, while this is
not implied by the key security properties that we want Fasig to formalize, it appears to be a necessary
additional requirement to reconcile pre-signature adaptability and unique extractability in the definition
of a composable ideal functionality. We refer to this requirement as having message-bound pre-signatures,
following prior terminology [9, 19,33,51].

To enforce this property, the functionality checks during pre-signing and pre-verification whether a can-
didate pre-signature ω̃ has already been accepted as valid for a di!erent message during pre-signing or
pre-verification, i.e., already is in the sets HpSign or HpVerify. If so, the pre-signing oracle instead returns an
error ≃, and the pre-verification oracle returns false. Observe that the negative message-bound pre-signature
property does not clash with the positive correctness property due to how we change the pSign oracle:
pre-signature creation is successful and hence will add the message and pre-signature to HpSign only if the
pre-signature does not violate message-boundedness. But from then on, the pre-signature is bound to that
message, i.e., will also not violate message-boundedness during verification w.r.t. the original message. One
can thus safely define verification to always succeed in this case.

We depict this enhanced version of the functionality in Figure 14 with changes marked in red, and prove
in Claim 2 that any adaptor signature scheme AS with message-bound pre-signatures (cf. Definition 3)
realizes this version.

Pre-Signature Adaptability. Due to careful preparation in the previous steps, we can now add pre-signature
adaptability via a very simple change: The Vrfy oracle is changed to check whether the signature ω and message
x occur in the list Hadapt and, if so, always returns true. Due to the definition of Hadapt, the functionality
now indeed guarantees that any pre-signature first successfully verified by the pVrfy oracle and then adapted
correctly via the Adapt oracle will result in a signature that verifies in Vrfy. While there are no guarantees
in cases where signatures were adapted by running the Adapt algorithm locally rather than using the Adapt

oracle, this guarantee is su"cient since honest parties in higher-level protocols will always use the oracle.
We present the modifications for pre-signature adaptability in Figure 15 and show that it can be realized by
adaptor signatures that additionally provide pre-signature adaptability in Claim 3.

Unique Extractability. Next, we extend the functionality to guarantee unique extractability. Recall that this
property requires that for any given pre-signature ω̃ which is valid for a message x and statement Y , there
exists at most one valid full signature ω on the same message x such that the pair (ω̃,ω) enables extraction
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of a valid witness for statement Y . Our functionality must enforce this condition at all points where new
valid (pre-)signatures are introduced, since those may later be used in verification or extraction. Concretely,
this situation arises in three cases:

– During signing and pre-signing: (Pre-)signatures generated by oracles are automatically considered
valid due to correctness by the previous step. Thus, (pre-)signature generation must not output (pre-
)signatures that would violate unique extractability.

– During (pre-)verification: any new (pre-)signature violating unique extractability must not (pre-)
verify.

– During honest adaptation: Due to pre-signature adaptability, we define all full signatures contained
in Hadapt to always be considered valid. Thus, Adapt will then be able to introduce new valid signatures,
and we have to change the oracle now to ensure those signatures added to Hadapt do not violate unique
extractability.

We now explain how we enforce unique extractability. When a new pre-signature ω̃ on some message x and
statement Y appears - either because the pSign oracle internally computed ω̃ or because pVrfy was called with
ω̃ given as input - the functionality checks whether there already exist two distinct valid signatures ω1 ⇒= ω2

for x such that both (ω̃,ω1) and (ω̃,ω2) successfully extract (possibly di!erent) witnesses for Y . Checking
this involves considering the lists Hsign and Hverify, which contain all valid signatures seen so far, both due to
the correctness of signing and also due to past calls to the Vrfy oracle. If such a pair of distinct signatures is
found, the pre-signature ω̃ needs to be rejected by the functionality: the pSign oracle is changed to instead
return an error, and the pVrfy oracle instead returns false. Note that this change does not clash with the
correctness property of pVrfy because we have modified pSign as well: a pre-signature is added to HpSign only
if it passes the unique extractability check during pre-signing, so it can still safely be accepted by pVrfy.
Since this consistency check must be performed both during pre-signing and pre-verification, we encapsulate
it in the helper method BreakpSigUnExt, depicted in Figure 6.

A similar situation arises when a new signature ω on some message x appears - during a call to the Sign,
Vrfy, or Adapt oracles. In this case, the functionality must ensure that unique extractability is preserved with
respect to existing valid pre-signatures for the same message x. Specifically, it checks whether there exists a
valid pre-signature ω̃ on x and some statement Y (stored in HpSign or HpVerify) and a valid signature ω

↑ on x

(stored in Hsign, Hverify, or Hadapt) such that the Extract oracle would return witnesses for Y from both (ω̃,ω)
and (ω̃,ω↑). If such a conflicting signature ω

↑ exists, the functionality takes two actions: the Sign oracle
returns an error, consistently with the pSign oracle. The Adapt is modified to instead return the already
known extracting signature ω

↑. Both actions e!ectively prevent the introduction of non-uniquely extracting
signatures. At the same time, the Vrfy oracle is modified to reject ω, ensuring that at most one valid extracting
signature is accepted per pre-signature. We capture this behavior in the helper function BreakSigUnExt, shown
in Figure 6.

Let us point out several important details: First, signature correctness is again compatible with the
changes to Vrfy by the same reasoning as for pre-signature correctness. Second, while for pSign and Sign we
can simply return errors in the case where a conflicting (pre-)signature would be introduced, the Adapt oracle
has to follow the reprogramming approach. This is the case since, for pre-signature adaptability, we have to
ensure that Adapt, when given correct inputs, will return a signature. Third, to run the BreakSigUnExt check
in Adapt, Adapt needs access to the underlying message x, which we can obtain from the input pre-signature
thanks to message-boundedness introduced in a previous step. Fourth, since we have changed the Extract

oracle to sometimes return witnesses when the underlying Extract algorithm might not, namely whenever
pre-signature and signature are in the set Hadapt, the helper function BreakSigUnExt needs to be a bit more
involved and take this modification into account. In contrast, BreakpSigUnExt can be simpler since the Extract
oracle di!ers from the Extract algorithm only if the pre-signature ω̃ being checked by BreakpSigUnExt is in
Hadapt, in which case ω̃ is not new but has already previously been verified to not violate unique extractability.

We show in Claim 4 that an adaptor signature scheme that is uniquely extractable, in addition to the
already required properties, satisfies the enhanced intermediate functionality (Figure 16).

14



Pre-Signature Unforgeability. The next property we enforce is pre-signature unforgeability. As already men-
tioned in Sections 3.2 and 4.1 and further discussed in Section 5.1, just as for message-boundedness this
property is not implied by the three main properties we want to model but appears to be an essential addi-
tional requirement needed to resolve the tension between extractability and pre-signature adaptability in a
composable ideal functionality. Concretely, we require that if a message x has not been signed, then it must
be infeasible to produce a new valid pre-signature ω̃ on x for some statement Y such that ω̃ was not returned
by running pSign on x and Y . On a technical level, this property is enforced by adding a check to the pVrfy

oracle that overrides the output to false whenever a pre-signature would violate this unforgeability notion.
This condition resolves the aforementioned conflict: If x has already been signed, then extractability is

trivially fulfilled, even if no witnesses can be computed by Extract, such that the functionality can safely allow
pre-signature adaptability on any pre-signature for that message. Conversely, if x is unsigned, then any valid
pre-signature that might get adapted must have originated from the pSign oracle, ensuring that the witness
entered in the Adapt oracle and hence returned by the Extract oracle will be extractable w.r.t. a pre-signature
that the signer knows and for a statement Y that the signer chose. We defer a detailed discussion of this
pre-signature unforgeability notion to Section 5.1 and provide the corresponding version of the functionality
in Figure 17. We prove in Claim 5 that any adaptor signature scheme additionally satisfying our definition
of pre-signature unforgeability (cf. Definition 2) realizes this functionality.

Extractability. The last guarantee we need to add is extractability. Again, due to careful preparations in
the previous steps leading to disjoint cases among the negative extractability and the positive pre-signature
adaptability property, we can now formalize extractability via another simple change as follows. The Vrfy

oracle is extended to additionally check the extractability property, but only in those cases where the signature
is not already guaranteed to verify by correctness or by pre-signature adaptability. If the check determines
that extractability would be violated, then the output of Vrfy is changed to be false.

It is obvious that this change does not break any of the previous properties while guaranteeing ex-
tractability for any signature that does not fall under the correctness or pre-signature adaptability check.
For signatures that fall under the correctness check, we have that they were previously returned by the Sign

oracle such that extractability always holds trivially. For the case of signatures falling under pre-signature
adaptability, extractability also always holds by what we discussed in the pre-signature unforgeability para-
graph. Hence, the ideal functionality formalizes extractability for all possible cases.

We present the modifications for extractability in Figure 18. This finally yields our complete functional-
ity Fasig as given in Figure 5. We show that this last modification is realizable by adaptor signature schemes
that additionally provide extractability in Claim 6.

4.3 Realizing Our Functionality

As a general result, we show in Theorem 2 that all game-based secure adaptor signature schemes that
additionally satisfy our new notions of message-boundedness and pre-signature unforgeability UC-realize
Fasig. The proof is structured as a sequence of games that follow along the modifications presented in the
previous section.

To obtain a concrete realization, we first show that standard Schnorr adaptor signatures satisfy message-
boundedness but fail to meet the requirement of unforgeable pre-signatures. We hence propose an enhanced
version of the Schnorr adaptor signature scheme that we show to be secure and satisfy both additional prop-
erties. By Theorem 2 it immediately follows that our enhanced scheme realizes Fasig, thereby establishing the
first UC-secure adaptor signature scheme. Notably, our scheme still produces and hence remains compatible
with Schnorr signatures, thus serving as a drop-in replacement. In what follows, we give a more detailed
overview of our results for Schnorr adaptor signatures.

Schnorr Adaptor Signatures Satisfy Message-Boundedness. Message-boundedness requires that a pre-signature
is valid for at most one message; that is, no pre-signature ω̃ = (R↑

, s) should verify successfully on two distinct
messages x ⇒= x

↑. Schnorr adaptor signatures achieve message-boundness because a Schnorr pre-signature
(R↑

, s) is valid for exactly one challenge c := HSign(pk, x, R↑). Under the random oracle model, HSign is

15



collision-resistant and injective over distinct inputs (with overwhelming probability). So, unless x = x
↑, such

a collision cannot occur. Therefore, a pre-signature cannot verify two di!erent messages, and Schnorr adaptor
signatures satisfy message-boundedness. We formalize this argument in Section 6.1.

Pre-Signature Unforgeable Schnorr Adaptor Signatures. The “statement shifting” property of standard Schnorr
adaptor signatures that we identify in Section 3.2 directly falsifies pre-signature unforgeability: given a valid
pre-signature, one can compute a valid pre-signature for a di!erent statement that was never pre-signed. To
create an adaptor signature scheme with unforgeable pre-signatures, we propose a modification to Schnorr
adaptor signatures in which each pre-signature ω̃ = (R, s̃) on a message x is accompanied by a Schnorr
proof-of-knowledge of the underlying randomness r used in the nonce R = g

r. A statement for such a proof
is the tuple (x,R, s̃, Y ) and the corresponding witness is r, such that g

r = R. By the simulation-sound
extractability of the proof [7], one cannot modify the pre-signature to be valid w.r.t. a di!erent Y without
knowing the witness r. By the structure of Schnorr (pre-)signatures, requiring to prove knowledge of r is
equivalent to requiring the knowledge of the signing key sk, since s̃ = sk ·h+ r for a publicly known h. Thus,
valid pre-signatures cannot be obtained by malling valid signatures or other valid pre-signatures without
knowing the signing key sk.

This e!ectively enforces that only the legitimate signer can produce valid pre-signatures, rendering the
scheme pre-signature unforgeable. Most notably, we implement this proof of knowledge using a standard
Schnorr-style proof-of-knowledge, requiring no additional setup beyond the existing random oracle, and
imposing the same computational overhead as signing itself. This makes our enhancement both secure and
e"cient, while retaining compatibility with the Schnorr-signature verification algorithm.

In more detail, a pre-signature in our modified scheme consists of two components: the standard Schnorr
adaptor pre-signature ω̃, and a proof ϖ proving knowledge of the randomness r used for computing ω̃. This
proof takes the form of a Schnorr-style proof of knowledge: the signer samples a fresh scalar r

↑
→$ Zp and

computes R
↑ = g

r→ along with the response s
↑ = r · HProve(R↑

, ω̃, Y, x) + r
↑
, where HProve is a hash function

modeled as a random oracle. The full enhanced pre-signature is then

ω̃
↑ = (ω̃,ϖ) =

(
ω̃, (R↑

, s
↑)
)
,

and it is considered valid if the pre-signature ω̃ pre-verifies, and the proof-of-knowledge is valid. Checking the
validity of the proof-of-knowledge equals is similar to verifying Schnorr signatures. I.e., it requires verifying
the equation R

HProve(R
→,ϑ̃,Y,x)

·R
↑ ?
= g

s→ .
For the adapt and extract algorithms, our enhanced scheme ignores the additional proof and just runs the

original algorithms on the pre-signature part. We provide a detailed description and proof that this scheme
satisfies all required security properties in Section 6.1. Most importantly, our enhanced Schnorr adaptor
signature scheme realizes our functionality Fasig.

5 An Ideal Adaptor Signature Functionality

In this section, we provide technical details for the overview given in Section 4.2. We start by formally
introducing the two new properties that an adaptor signature scheme must satisfy – in addition to correctness
and standard security (extractability, unique extractability, pre-sig adaptability) – to realize our functionality.
As we detail below, these additional requirements appear to be inherently required for any UC formalization
of ideal adaptor signatures, thus exposing a previously unknown gap between standard (non-composable and
isolated) game-based security notions and composable unified UC security. Later in Section 6.1, we show
that our enhanced Schnorr adaptor signature scheme satisfies all required properties. After discussing these
properties, we present the formal definition of our ideal adaptor signature functionality in Figure 5. We
finally discuss some further properties of adaptor signatures that have been considered in other works, but
that are beyond the scope of our functionality.
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5.1 Additional Properties for Realizing Our Functionality

The two additionally required properties are message-bound pre-signatures and unforgeable pre-signatures.
We formally define and discuss both properties in what follows.

Unforgeable Pre-Signatures. An adaptor signature scheme satisfies unforgeable pre-signatures if it is infeasible
for an adversary to compute a fresh valid pre-signature for a message-statement pair where the message was
never signed by the signer. This property is crucial to simultaneously enforce the notions of extractability
and pre-signature adaptability in an ideal functionality for adaptor signatures such as Fasig. In particular,
extractability quantifies over all honestly generated pre-signatures, while adaptability considers all pre-verified
pre-signatures, regardless of their origin. Without unforgeable pre-signatures, the two notions would conflict:
for example, if an adversary generates a valid but fresh pre-signature ω̃

↓, pre-signature adaptability would
require the resulting adapted signature to verify. However, extractability would require that the adapted
signature is valid only if it also extracts with a pre-signature ω̃ output by the pSign oracle, which cannot be
enforced by an ideal functionality in general. Crucially, while an ideal functionality would have obtained a
witness for such a fresh pre-signature ω̃↓ during adaptation, that witness might not match any statement that
was previously pre-signed via the pSign oracle. This witness, hence, cannot be used to enforce extractability
by programming the Extract oracle. The statement shifting property of Schnorr adaptor signatures that we
identify in Section 3.2 actually gives a concrete example of this issue, where the witness y

↑ used during
adaptation does not match any previously pre-signed statement Y and hence cannot be used by an ideal
functionality to enforce extractability, yet this issue does not break game-based extractability.

The pre-signature unforgeability requirement prevents this inconsistency by disallowing such adversarially
generated pre-signatures altogether. As we show in Section 6.1, unforgeable pre-signatures are not implied
by existing security guarantees since Schnorr adaptor signatures satisfy these notions but fail for unforgeable
pre-signatures.

Definition 2 (Strong Existentially Unforgeable Pre-Signatures). An adaptor signature scheme AS

satisfies strong existentially unforgeable pre-signatures if for every PPT adversary A there exists a negligible
function negl such that for every ε ↔ N,

Pr
[
Un-Forge-pSigA,AS(ε) = 1

]
↘ negl(ε),

where the experiment Un-Forge-pSigA,AS is given in Figure 3, and the probability is over all randomness.

Un-Forge-pSig
A,AS(ε)

1 : (sk, pk) ↑ KGen(ε); S, T ↑ ↓

2 : (x↑, Y ↑, ω̃↑) ↑ A
Sign(sk,·), pSign(sk,·,·)(pk)

3 : assert pVrfy(pk, x↑, Y ↑, ω̃↑)

4 : return x↑ /↔ S ↗ (ω̃↑, Y ↑) /↔ T [x↑]

Sign(sk, x)

1 : ω ↑ ϑ.Sign(sk, x)

2 : S ↑ S ↘ {x}

3 : return ω

pSign(sk, x, Y )

1 : ω̃ ↑ AS.pSign(sk, x, Y )

2 : T [x] ↑ T [x] ↘ {(ω̃, Y )}

3 : return ω̃

Fig. 3. The unforgeable pre-signature experiment Un-Forge-pSig
A,AS(ε).

We note that the previous functionality F [53] also formalizes a notion of existentially unforgeable pre-
signatures. However, this notion is not strong enough to resolve the tension between adaptability and ex-
tractability since it allows for malleable pre-signatures (c.f. Section 3.2). In contrast, our notion enforces
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strongly existentially unforgeable pre-signatures, and we can show in Theorem 2 that this notion su"ces to
simultaneously enforce pre-signature adaptability and extractability.

Message-Bound Pre-Signatures. Another property we require is message-bound pre-signatures. An adaptor
signature scheme has message-bound pre-signatures if any given pre-signature is valid for at most one message,
except with negligible probability. The concept of message-bound signatures is well-established for ordinary
signatures [9, 19,33,51]; here, we adapt and refine this idea in the context of pre-signatures.

The underlying issue that message-bound pre-signatures resolve is that the Adapt and Extract algorithms,
and hence the corresponding oracles in an ideal functionality, do not take the original message that was pre-
signed as input. Indeed, at the time of adaptation, the adapting party might be entirely unaware of the
original message. However, information about the underlying message is needed in the ideal functionality
to enforce the unique extractability property during adaptation, since this property depends on the (pre-)
signed message. By requiring message-bound pre-signatures – i.e., each pre-signature verifying for at most
one unique message – the ideal functionality is able to look up the corresponding message in its verification
history (c.f. Section 4.1).

Definition 3 (Message-Bound Pre-Signatures). An adaptor signature scheme AS has message-bound
pre-signatures if for every PPT adversary A, there exists a negligible function negl such that for every ε ↔ N,

Pr
[
Un-Msg-pSigA,AS(ε) = 1

]
↘ negl(ε) ,

where the experiment Un-Msg-pSigA,AS is defined in Figure 4, and the probability is taken over the randomness
of all probabilistic algorithms.

Un-Msg-pSig
A,AS(ε)

1 : (sk, pk) ↑ KGen(ε);

2 : ϖ↑
↑ A(pk)Sign(sk,·),pSign(sk,·,·)

3 : (x↑

1, x
↑

2, ω̃
↑, Y ↑

1 , Y ↑

2 ) := ϖ↑

4 : b0 := x↑

1 ≃= x↑

2

5 : b1 := pVrfy(pk, x↑

1, Y
↑

1 , ω̃↑)

6 : b2 := pVrfy(pk, x↑

2, Y
↑

2 , ω̃↑)

7 : return b0 ↗ b1 ↗ b2

Sign(sk, x)

1 : ω ↑ ϑ.Sign(sk, x)

2 : return ω

pSign(sk, x, Y )

1 : ω̃ ↑ AS.pSign(sk, x, Y )

2 : return ω̃

Fig. 4. The message-bound pre-signature experiment Un-Msg-pSig
A,AS(ε).

5.2 The Functionality

In our technical outline, we have already discussed the core design principles and intermediate stages that led
to our final ideal functionality. In this section, we present the complete version of Fasig, shown in Figure 5,
which guarantees extractability, unique extractability, and pre-signature adaptability to higher-level protocols,
while imposing as few additional constraints on adaptor signature schemes as possible and being as simple
and modular as possible.

In terms of party and session modeling, Fasig follows established conventions from previous ideal signature
functionalities: Each instance of Fasig represents one signature key pair that can be used by an unbounded
number of parties, each of them identified by a party ID pid i. To distinguish di!erent key pairs, instances are
identified via a session ID of the form sid = (pid , sid↑) where pid is the ID of the party owning the key pair.
The sub-identifier sid↑ allows for each party owning multiple key pairs, if needed. All parties pid i can call all

18



The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and dpt
algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing (sk, pk) ↑
KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if BreakSigUnExt(x,ω) ≃= →: ω := → {Unique Extractability
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if BreakpSigUnExt(x, ω̃, Y ) ≃= →: ω̃ := → {Unique Extractability
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

if ω→ := BreakSigUnExt(x,ω) ↗ ω→
≃= →: ω ↑ ω→ {Unique Extractabilty

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if BreakpSigUnExt(x, ω̃) ≃= →: bverify := 0 {Unique Extractability
if Hsign[x] = ↓: bpVerify := 0 {Pre-Sig Unforgeability

if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
bextracts := ⇐(ω̃, Y ) ↔ HpSign[x] : (Y,Extract(pk , ω̃,ω, Y )) ↔ R

if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ⇐(ω̃, Y, y,ω) ↔ Hadapt[x]: bverify := 1 {Pre-Sig Adaptability
else if pk = pk ↗ ¬corrupted:

if BreakSigUnExt(x,ω) ≃= →: bverify := 0 {Unique Extractabilty
if Hsign[x] = ↓ ↗ ¬bextracts: bverify := 0 {Extractabilty

if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition, if
pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→), then
the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 5. Ideal adoptor signatures functionality Fasig.
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BreakSigUnExt(x,ω)

1 : if corrupted : return →

2 : Q ↑ {(ω̃, Y )|(ω̃, Y ) ↔ HpVerify[x] ↘ HpSign[x] : (Y,Extract(pk, ω̃,ω, Y )) ↔ R}

3 : if ⇐(ω̃, Y, ·,ω→) ↔ Hadapt[x] : (ω
→
≃= ω ↗ (ω̃, Y ) ↔ Q)

4 : return ω→

5 : if ⇐ω→
≃= ω ↔ Hsign[x] ↘ Hverify[x], (ω̃, Y ) ↔ Q : (Y,Extract(pk, ω̃,ω→, Y )) ↔ R

6 : return ω→

7 : return →

BreakpSigUnExt(x, ω̃, Y )

1 : if corrupted : return →

2 : Q ↑ {ω|ω ↔ Hverify[x] ↘ Hsign[x] : (Y,Extract(pk, ω̃,ω, Y )) ↔ R}

3 : if |Q| > 1 : return ⇒

4 : return →

Fig. 6. Helper Functions for Unique Extractability.

oracles of the functionality Fasig except for Sign and pSign, which are restricted to the party pid contained
in the session ID sid = (pid , sid↑). This captures that only the owner knows the secret key and hence is the
only one able to (pre-)sign.

Let us briefly discuss one design decision: We chose to parameterize Fasig with a set of algorithms rather
than, as is often done in such functionalities, asking the adversary to provide these algorithms at the start of
the run. Note that this does not weaken the security statement or expressiveness. One can prove a higher-level
protocol based on Fasig to be secure for any arbitrary but fixed set of parameters of Fasig – which is precisely
what one would have to show if Fasig were to instead ask the adversary to provide algorithms. However,
fixing algorithms as parameters actually increases impressiveness: One can alternatively also show security of
a higher-level protocol based on Fasig only for a specific set of algorithms, such as those compatible with an
output format used in the higher-level protocol, rather than being forced to consider arbitrary ones. Fixing
algorithms as parameters also completely avoids a class of artificial distinguishing attacks that often arise
when an attacker chooses not to respond to a request for algorithms (see [10] for an in-depth discussion).

5.3 Further Properties of Adaptor Signatures

Beyond the core security guarantees formalized in our functionality, adaptor signatures are sometimes as-
sociated with additional privacy properties such as witness privacy [20] and the stronger notion of unlink-
ability [29]. These properties aim to ensure that, in the absence of the original pre-signature, an adversary
cannot distinguish an adapted pre-signature from a standard signature. Another relevant property is pre-
verify soundness [29], which strengthens adaptability by requiring that pre-signatures do not verify for invalid
statements. We deliberately do not model these properties in our functionality. Our objective is to capture
the essential security guarantees that are both necessary and su"cient for securely composing adaptor sig-
natures in higher-level protocols. Including unlinkability or pre-verify soundness would significantly increase
the complexity of the functionality without o!ering fundamental benefits in the composable setting.

In practice, we advocate delegating the enforcement of pre-verify soundness to the surrounding higher-
level protocol when required: if the language of statements is e"ciently decidable, then this is just a trivial
additional check that can be performed in parallel to pre-verification – a formalization via an ideal function-
ality would thus provide no benefit. If the language cannot be decided in polynomial time without access to
a witness, then pre-verify soundness cannot even be defined in an ideal functionality, which is required to
be PPT, so any potentially resulting issues would have to be resolved by the higher-level protocol anyway.
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As for unlinkability, which constitutes a privacy rather than a security guarantee, we consider it outside the
scope of our functionality. If desired, one option to make use of unlinkability in combination with Fasig is by
requiring that the parameters, i.e., algorithms, of Fasig are such that the combination of pSign and Adapt

and the Sign algorithms satisfy the game-based unlinkability notion. A security analysis of a higher-level
protocol based on Fasig can then perform a reduction to the game-based unlinkeability notion.

6 Realizing the Ideal Functionality

We show that any adaptor signature scheme satisfying the game-based security properties defined in [29],
along with our additional requirement of unforgeable, message-bound pre-signatures, securely realizes the
ideal functionality Fasig. To establish this, we construct a simulator that ensures indistinguishability between
the real and ideal worlds: no environment can distinguish whether it is interacting with the real-world
protocol ASω,R or with the ideal functionality Fasig in interaction with the simulator. This demonstrates that
the real protocol leaks no more information to an adversary than the ideal functionality, thereby achieving
simulation-based security in the UC framework.

Theorem 2. Let ASω,R = (pSign, pVrfy,Adapt,Extract) be an adaptor signature scheme for a correct sig-
nature scheme ϑ = (KGen, Sign,Vf) and a hard relation R. Let Fasig be parameterized with the same algo-
rithms. If ASω,R is extractable, pre-signature adaptable, uniquely extractable, correct, and has unforgeable
and message-bound pre-signatures, then

ASω,R ↘ Fasig.

We defer the formal proof of Theorem 2 to Appendix B. Conceptually, the proof proceeds via a sequence
of game hops: we begin with a simple base functionality (Figure 2) and gradually extend it to capture all
security properties formalized by our target functionality Fasig. We omit a detailed overview here, as the
corresponding steps have already been discussed in our technical outline in Section 4.2.

6.1 Schnorr Realization of Fasig

We have already discussed the mechanics of Schnorr adaptor signatures in Section 2.2, and a formal con-
struction is provided in Appendix A. In this section, we analyze whether Schnorr adaptor signatures can
realize our ideal functionality Fasig. We begin by showing that the standard construction fails to satisfy pre-
signature unforgeability, and thus cannot realize Fasig. To address this limitation, we introduce an enhanced
construction that preserves the correctness and security guarantees of the original scheme, while additionally
ensuring unforgeable pre-signatures. To the best of our knowledge, this yields the first adaptor signature
scheme that UC-realizes an ideal functionality for adaptor signatures.

Lemma 1. Schnorr adaptor signatures (Construction 2) do not satisfy pre-signature unforgeability (Defini-
tion 2).

Proof. We show a concrete attack demonstrating that Schnorr adaptor signatures violate pre-signature un-
forgeability. The attack leverages a technique we call statement shifting. Let (pk, sk) be a Schnorr key pair,
and let x be a message. Let Y = g

y be a statement from the DLog hard relation, and let ω̃ = (R · Y, s) be a
valid pre-signature on x for the statement Y , obtained via the pre-signing oracle. Here, R is the nonce com-
mitment, and s is the masked response value. The Schnorr adaptor signature scheme computes the challenge
as c = H(pk, R · Y, x) and verifies a pre-signature (R↑

, s) by checking that

g
s
· Y = R

↑
· pk

c
.

Now consider a new statement Y
↑ = Y · g = g

y+1 and define a new pre-signature

ω̃
↑ = (R↑

, s⇐ 1).

21



Note that ω̃
↑ reuses the same commitment R

↑ = R · Y = R · Y
↑
· g

→1 and the same message x, and thus the
challenge remains unchanged, i.e., c↑ = H(pk, R↑

, x) = c. We now verify that ω̃
↑ is a valid pre-signature on x

with respect to Y
↑. The verification equation becomes:

g
s→1

· Y
↑ = g

s→1+y+1 = g
s
· Y = pk

c
⇑ g

s = R
↑
· pk

c
,

which holds by assumption since ω̃ was valid. Hence, ω̃↑ is a valid pre-signature on the same message x but
with respect to the shifted statement Y

↑. Since ω̃
↑ was computed without querying the pre-signing oracle

on x and Y
↑, this constitutes a successful forgery in the sense of pre-signature unforgeability (Definition 2).

Therefore, Schnorr adaptor signatures do not satisfy pre-signature unforgeability.

To overcome this limitation, we propose an enhanced Schnorr adaptor signature scheme that achieves pre-
signature unforgeability by augmenting each pre-signature with a simulation-sound extractable, Schnorr-style
zero-knowledge proof of knowledge of the signing randomness.

Construction 1 (Enhanced Schnorr Adaptor Signature Scheme) Let AS = (pSign,Adapt, pVrfy,Extract)
denote the standard Schnorr adaptor signature scheme as defined in Figure 9. We define the enhanced scheme
AS

↑ = (pSign↑,Adapt↑, pVrfy↑,Extract↑) in Figure 7.

pSign
→(sk, x, Y )

1 : r ↑$ Zp;

2 : ω̃ := pSign(sk, x, Y ; r)

3 : r→ ↑$ Zp; R
→ := gr

→

4 : c→ := HProve(pk, x, ω̃, Y, R
→)

5 : s→ := r→ + c→ · r

6 : return (ω̃, (R→, s→))

pVrfy
→(pk, x, Y, ω̃)

1 : ((R̃, s̃), (R→, s→)) := ω̃

2 : c→ := HProve(pk, x, ω̃1, Y, R
→)

3 : b1 := pVrfy(pk, x, Y, ω̃1)

4 : b2 := [gs
→
= (R̃/Y )c

→
·R→]

5 : return b1 ↗ b2

Adapt
→(pk, ω̃, y, Y )

1 : ((R · Y, s), (·, ·)) := ω̃

2 : return (R · Y, s+ y)

Extract
→(pk, ω̃,ω, Y )

1 : (·, s̃), (·, ·)) := ω̃

2 : (·, s) := ω

3 : return s⇑ s̃

Fig. 7. Enhanced Schnorr Adaptor Signature Construction for the DLog relation.

Theorem 3. The enhanced Schnorr adaptor signature construction (Construction 1) is correct and achieves
extractability, unique extractability, pre-signature adaptability, and message-bound, unforgeable pre-signatures
in the random oracle model.

We defer the proof of Theorem 3 to Appendix B, and provide intuition for why the theorem holds. For
all desired properties—except for pre-signature unforgeability—we rely on the fact that the added proof
of knowledge is zero-knowledge. This allows us to reduce the security of the enhanced scheme to that of
the underlying Schnorr adaptor signature scheme. In particular, we can use the (pre-)signing oracles from
the security experiments of the standard scheme to obtain ordinary pre-signatures, and then employ the
zero-knowledge simulator of the proof system to augment them into valid pre-signatures of the enhanced
scheme—without knowing the underlying randomness. Using this approach, we show that all security prop-
erties of the standard Schnorr adaptor signature scheme carry over to the enhanced construction.
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To show message-bound pre-signatures, we utilize the collision resistance of the random oracle model and
show that it is infeasible for a pre-signature to be valid under two distinct messages. For pre-signature un-
forgeability, we proceed similarly, but now rely on the extractability of the Schnorr adaptor signature scheme
and the simulation-sound extractability of the Schnorr proof-of-knowledge [7]. We simulate the pre-signing
and signing oracles using the oracles provided by the reduction against extractability and the simulator of
the PoK. When the adversary outputs a pre-signature forgery, we use the extractor of the proof to extract
the randomness used for such a pre-signature. Given this randomness, the reduction can compute the signing
key and trivially break extractability, thereby contradicting the underlying scheme’s security.
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A Preliminaries

A.1 Hard Relations

A relation R is a mapping defined as R : DS ⇓ DW ↓ {0, 1} where DS is the space of statements and DW

is the space of witnesses. Let Y ↔ DS be a statement and y ↔ DW be a witness. R maps (S,w) to 1 if and
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only if w is a witness for the statement S. The relation is hard if, with only the statement S given, it is
computationally infeasible to compute a witness w such that the relation is satisfied. For practical reasons,
verifying the validity of a witness/statement pair and sampling instances (w, s) of the relation should be
computationally easy.

A.2 Digital Signatures

A digital signature scheme ϑ = (KGen, Sign,Vrfy) consists of three e"cient algorithms. The key generation
algorithm (sk, pk) → KGen(1ϖ) outputs a secret/public key pair. The signing algorithm ω → Sign(sk, x) takes
a secret key and a message and produces a signature. The verification algorithm b → Vrfy(pk, x,ω) checks
whether ω is a valid signature on x under the public key pk.

Definition 4 (EUF-CMA Security). A signature scheme ϑ is existentially unforgeable under chosen
message attacks (EUF-CMA) if for every PPTadversary A, there exists a negligible function negl such that
for each ε ↔ N

Pr
[
SigForgeA,ω(ε) = 1

]
↘ negl(ε),

where the experiment is defined in Figure 8 and the randomness is taken over the random choices of all
probabilistic algorithms.

SigForge
A,ε(ε)

1 : Q := ↓

2 : (sk, pk) ↑ KGen(1ω)

3 : (x↑,ω↑) ↑ A
OSign(pk)

4 : return (x↑ /↔ Q ↗ Vrfy(pk, x↑,ω↑))

OSign(x)

1 : ω ↑ Sign(sk, x)

2 : Q = Q ↘ x

3 : return ω

Fig. 8. Existential unforgeability experiment for digital signatures.

Definition 5 (Correctness). A signature scheme ϑ satisfies correctness if for all ε ↔ N and all messages
x ↔ {0, 1}↓,

Pr



Vrfy(pk, x,ω) = 1

∣∣∣∣∣∣

(sk, pk) → KGen(1ϖ),
ω → Sign(sk, x)⇔
ω ⇒= ≃



 = 1.

A.3 Non-Interactive Zero-Knowledge Proofs

A non-interactive zero-knowledge (NIZK) proof system [21, 26] allows a prover to convince a verifier of the
truth of a statement without revealing any additional information and without requiring interaction. In this
work, we adopt a definition in the random oracle model with a transparent setup, following [7, 46].

Definition 6 (NIZK Proof System in the Random Oracle Model). Let R ↖ {0, 1}↓ ⇓ {0, 1}↓ be
an NP relation with associated language LR := {x | ↑y such that R(x, y) = 1}. A non-interactive zero-
knowledge proof system NIZK = (P,V) for R consists of two probabilistic polynomial-time algorithms with
access to a random oracle RO:
ϖ → P(x, y): A prover that, given a statement x ↔ LR and a corresponding witness y, outputs a proof
ϖ ↔ {0, 1}↓. The prover may query the random oracle RO.
b → V(x,ϖ): A verifier that, given a statement x from an e!ciently decidable superset ϱ ↙ LR and a
candidate proof ϖ, returns a bit b ↔ {0, 1}. The verifier may also query the random oracle RO and accepts
only if it is convinced that x ↔ LR.

26



Definition 7 (Zero-Knowledge Simulator [49]). A simulator Sim for a NIZKproof system is a PPT
algorithm that responds to queries to a random oracle and produces simulated proofs for statements x ↔ ϱ,
where ϱ ↙ LR is an e!ciently decidable superset of valid statements. The simulator may generate accepting
proofs even for statements outside the language, i.e., x /↔ LR. It supports the following two types of queries:

– RO(y): The simulator maintains a list of oracle query/response pairs (y, r). On input y, it returns the
same r as before if the query has already been made. Otherwise, it samples a fresh random r from the
oracle range, records (y, r), and returns r.

– Simulate(x): For any x ↔ ϱ, the simulator returns a proof ϖ such that VSim(x,ϖ) = 1, where the verifier
uses the simulator’s programmed oracle. To ensure validity, the simulator may program the oracle by
adding appropriate entries to its internal query/response list.

We require the following security properties from NIZK proof systems:

– (Perfect) Completeness: For all x ↔ LR and corresponding witnesses y, a valid proof is accepted with
probability 1:

Pr[V(x,ϖ) = 1 | ϖ → P(x, y)] = 1.

– Soundness: For any x /↔ LR, it is computationally infeasible to produce an accepting proof:

Pr[V(wx,ϖ) = 1 | ϖ → A(x)] ↘ negl(ε).

– Zero-Knowledge: There exists a simulator Sim (with programming access to RO) such that simulated
proofs are computationally indistinguishable from real ones:

∣∣∣Pr
[
A

Sim(x) = 1
]
⇐ Pr

[
A

V(x,ϱ) = 1
]∣∣∣ ↘ negl(ε),

where ϖ → P(x, y) and Sim(x) denotes a simulated proof generated without y.
– Simulation-Sound Extractability [7]: If NIZK is zero-knowledge with respect to a simulator Sim,

and there exists a PPT extractor Ext such that for any e"cient adversary A, the following game is won
by Ext with overwhelming probability, then we say that NIZK satisfies simulation-sound extractability.
1. Initial run: The game samples a random tape ς and runs A(ς) against the simulator Sim, which an-

swers random oracle queries and simulation requests. The adversary outputs a list of statement/proof
pairs {(xi,ϖi)}i. If any (xi,ϖi) fails verification or ϖi was generated by a previous Simulate(xi) query,
the extractor wins trivially.

2. Extraction phase: The extractor Ext receives the transcript of the initial run and the adversary’s
output {(xi,ϖi)}i. It may issue Invoke queries, which re-run A with the same randomness ς. All
queries made during these invocations are forwarded to Ext.

3. Winning: The extractor succeeds if it outputs witnesses {wi}i such that for all i, (xi, wi) ↔ R.

A.4 Schnorr-Style Proofs of Knowledge

We instantiate our proofs using sigma protocols for the discrete logarithm (DLog) relation, following Ca-
menisch and Stadler [13], who proved completeness, honest-verifier zero-knowledge, and special soundness
for this class. When combined with the Fiat–Shamir transform, these interactive protocols become non-
interactive, retain their zero-knowledge property [13], and are extractable using the forking lemma [6,7]. For
straight-line extractability, the Fischlin transform [26] can be applied instead of the Fiat-Shamir transform.

A.5 Schnorr Adaptor Signature Construction

Construction 2 (Schnorr Adaptor Signatures) Let ϑ = (Sign,Vrfy) be the Schnorr signature scheme
defined over a group G of prime order p with generator g. Let R = {(Y, y) | Y = g

y
} be the discrete

logarithm relation. We define the adaptor signature scheme AS = (pSign,Adapt, pVrfy,Extract) in Figure 9,
which extends Schnorr signatures to embed a witness y for a statement Y ↔ G.
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KGen(ε)

1 : sk ↑$ Zp

2 : pk := gsk

3 : return (sk, pk)

Sign(sk,m)

1 : r ↑$ Zp; R := gr

2 : c := HSign(pk,m,R)

3 : s := r + c · sk

4 : return (R, s)

Vrfy(pk,m,ω)

1 : (R, s) := ω

2 : c := HSign(pk,m,R)

3 : return [gs = R · pk
c]

pSign(sk,m, Y )

1 : r ↑$ Zp; R := gr

2 : c := HSign(pk,m,R · Y )

3 : s := r + c · sk

4 : return (R · Y, s)

pVrfy(pk,m, Y, ω̃)

1 : (R · Y, s) := ω̃

2 : c := HSign(pk,m,R · Y )

3 : return [gs · Y = R · Y · pk
c]

Adapt(ω̃, y)

1 : (R · Y, s) := ω̃

2 : return (R · Y, s+ y)

Extract(ω̃,ω)

1 : (R · Y, s) := ω̃

2 : (R · Y, s→) := ω

3 : return s→ ⇑ s

Fig. 9. Schnorr Adaptor Signature Construction for the DLog relation.

A.6 Security of Adaptor Signatures

Correctness. The correctness of adaptor signatures is captured by two properties: pre-signature correct-
ness and pre-signature adaptability. Previous work defined pre-signature correctness as a combined property
encompassing three guarantees. First, classical correctness: any honestly generated pre-signature should suc-
cessfully pass pre-verification. Second, completeness of adaptation: such a pre-signature, when combined
with a valid witness, should adapt to a valid full signature. Third, completeness of extraction: given a valid
pre-signature and a corresponding adapted signature, the extract algorithm should return a valid witness for
the associated statement. In our treatment, we explicitly split correctness into two distinct properties.

As first property, we assume pre-sign correctness. An adaptor signature is correct if, for an honestly
generated keypair, pre-signing any message–statement pair results in a valid pre-signature w.r.t. this message–
statement pair. This should hold for all bistrings of statements, as long as such a statement is a valid input
for the pre-signing algorithm.

Definition 8 (Pre-Sign Correctness). An adaptor signature scheme AS satisfies pre-sign correctness if
for all ε ↔ N and all messages x ↔ {0, 1}↓ and all Y ↔ {0, 1}↓,

Pr



pVrfy(pk, x, Y, ω̃) = 1

∣∣∣∣∣∣

(sk, pk) → KGen(1ϖ),
ω̃ → pSign(sk, x, Y )⇔
ω̃ ⇒= ≃



 = 1.

As a second property, we assume extract correctness. Extract correctness enforces that when a pre-
signature w.r.t. some statement Y is adapted using a valid witness, the pre-signature–adapted-pre-signature
pair allows extracting a valid witness for Y .

Definition 9 (Extract Correctness). An adaptor signature scheme AS satisfies extract correctness if
for all messages x ↔ {0, 1}↓, all (Y, y) ↔ R, and all public keys pk and pre-signatures ω̃ ↔ {0, 1}↓,

Pr



 (Y, y↑) ↔ R

∣∣∣∣∣∣

pVrfy(pk, x, Y, ω̃) = 1⇔
ω := Adapt(pk, ω̃, y, Y )⇔
y
↑ := Extract(pk, ω̃,ω, Y )



 = 1.
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While our two-phase correctness notion is technically stronger than the established one as extract cor-
rectness is required for all signatures that verify rather than only those returned by the signing algorithm, it
better reflects the intuitive design goal of a correct adaptor signature scheme and is captured by most adap-
tor signature schemes where the extract algorithm is essentially the inverse function of the adapt algorithm.
Compared to the correctness definition of [29], we additionally relax the original restriction to fixed-length
messages and now require this property for arbitrary messages (in both our correctness definitions). This
change does not actually impose stronger requirements but is rather a generalization: any scheme that is
correct for messages of a specific fixed length can be interpreted as a scheme that is correct on {0, 1}↓ by
having (pre-)sign and (pre-)verify algorithms reject inputs when messages do not adhere to the original fixed
length. The main reason for this modification is that it aligns more closely with UC security, which requires
properties to hold true for all possible inputs that the environment might provide. We show in Section 6.1
that our Schnorr adaptor signature scheme satisfies this two-part definition.

Pre-Signature Adaptability. Pre-signature adaptability guarantees that if a pre-signature is valid w.r.t. an
honestly generated statement, then adapting such a pre-signature with a valid witness for the statement
yields a valid signature. We also relax the restriction for fixed-length messages, due to the same reasons as
for correctness.

Definition 10 (Pre-signature adaptability). An adaptor signature scheme AS satisfies pre-signature
adaptability if for all ε ↔ N, all messages x ↔ {0, 1}↓, all (Y, y) ↔ R, and all public keys pk and pre-signatures
ω̃ ↔ {0, 1}↓, it holds that if pVrfy(pk, x, Y, ω̃) = 1, then Vrfy(pk, x,Adapt(pk, ω̃, y, Y )) = 1.

Extractability. Extractability extends the notion of existential unforgeability from standard signature schemes
to the adaptor signature setting. As in unforgeability, the adversary wins if it can produce a valid signature
on a message that was not previously signed by the signing oracle. However, in the adaptor setting, the
adversary is also granted access to a pre-signing oracle for any message–statement pair, as well as an oracle
that samples fresh statements from the hard relation. The winning condition is strengthened: the adversary
must produce a signature on a fresh message that not only verifies, but also cannot be used—together
with any pre-signature obtained from the pre-signing oracle—to extract a valid witness for the associated
statement.

Definition 11 (Extractability). An adaptor signature scheme AS satisfies extractability if for every PPT

adversary A, there exists a negligible function negl such that for every ε ↔ N,

Pr [ExtA,AS(ε) = 1] ↘ negl(ε) ,

where the experiment ExtA,AS is defined in Figure 10, and the probability is taken over the randomness of all
probabilistic algorithms.

Unique Extractability. Unique extractability guarantees that any valid pre-signature acts as a commitment
to both a single valid signature and a single witness. That is, no e"cient adversary can produce a pre-
signature ω̃ for a message x and statement Y such that there exist two distinct signatures on x that both
allow extraction of valid witnesses (with respect to Y ) from the same pre-signature. More formally:

Definition 12 (Unique Extractability). An adaptor signature scheme AS satisfies unique extractability
if for every PPT adversary A, there exists a negligible function negl such that for every ε ↔ N,

Pr
[
UniqueExtractabilityA,AS(ε) = 1

]
↘ negl(ε) ,

where the experiment UniqueExtractabilityA,AS is defined in Figure 11, and the probability is taken over the
randomness of all probabilistic algorithms.

As discussed in the technical outline, we omit the privacy notion of unlinkability and the notion of
pre-verify soundness in this work.
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ExtA,AS(ε)

1 : (sk, pk) ↑ KGen(ε); b ↑ 1;

2 : S, T ↑ ↓

3 : (x↑,ω↑) ↑ A(pk)NewS(ω),Sign(sk,·),pSign(sk,·,·)

4 : assert Vrfy(pk, x↑,ω↑) = 1

5 : assert (x↑ /↔ S)

6 : for (Y, ω̃) ↔ T [x↑] do

7 : if (Y,Extract(pk, ω̃,ω↑, Y )) ↔ R then

8 : b ↑ 0

9 : return b

Sign(sk, x)

1 : ω ↑ ϑ.Sign(sk, x)

2 : S ↑ S ↘ {x}

3 : return ω

pSign(sk, x, Y )

1 : ω̃ ↑ AS.pSign(sk, x, Y )

2 : T [x] ↑ T [x] ↘ {(Y, ω̃)}

3 : return ω̃

NewS(ε)

1 : (Y, y) ↑ R.genR(ε); return Y

Fig. 10. The extractability experiment ExtA,AS(ε).

UniqueExtractability
A,AS(ε)

1 : (sk, pk) ↑ KGen(ε)

2 : (x, Y, ω̃,ω1,ω2) ↑ A
Sign(sk,·),pSign(sk,·,·)(pk)

3 : assert (ω1 ≃= ω2)

4 : assert Vrfy(pk, x,ω1) = 1

5 : assert Vrfy(pk, x,ω2) = 1

6 : assert pVrfy(pk, x, Y, ω̃) = 1

7 : y1 ↑ Extract(pk, ω̃,ω1, Y )

8 : y2 ↑ Extract(pk, ω̃,ω2, Y )

9 : return (Y, y1) ↔ R ↗ (Y, y2) ↔ R

Sign(sk, x)

1 : ω ↑ ϑ.Sign(sk, x)

2 : return ω

pSign(sk, x, Y )

1 : ω̃ ↑ AS.pSign(sk, x, Y )

2 : return ω̃

Fig. 11. The unique extractability experiment UniqueExtractability
A,AS(ε).

Former correctness notions.

Definition 13 (Pre-signature correctness). An adaptor signature scheme AS satisfies pre-signature
correctness if for all ε ↔ N and all messages x ↔ {0, 1}εm ,

Pr





pVrfy(pk, x, Y, ω̃) = 1⇔
Vrfy(pk, x,ω) = 1⇔
(Y, y↑) ↔ R

∣∣∣∣∣∣∣∣∣∣

(sk, pk) → KGen(1ϖ),
(Y, y) → genR(1ϖ),
ω̃ → pSign(sk, x, Y ),
ω := Adapt(pk, ω̃, y),
y
↑ := Extract(pk, ω̃,ω, Y )




= 1.

B Proofs

Proof (Proof of Theorem 3). To prove Theorem 3, we proceed in two parts. First, we show that correctness,
extractability, unique extractability, pre-signature adaptability, and message-bound pre-signatures of the
enhanced Schnorr adaptor signature scheme reduce to the corresponding security properties of the original
Schnorr adaptor signature construction and the completeness of the proof system. Second, we prove that the
enhanced scheme additionally satisfies pre-signature unforgeability, a property not achieved by the original
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construction. Note that the PoK scheme of Figure 7 is simulation-sound extractable [7] and zero-knowledge
in the random oracle model (c.f. Appendix A).

Correctness. For correctness, we show both pre-sign correctness and extract correctness. For pre-sign cor-
rectness, we have to show that honest pre-signing on any statement and any message leads to a valid
pre-signature, if the pre-signing algorithm does not fail. If the bitstring of the statement is parseable as
a group element, and the message is of length φM , then this follows from the correctness of the standard
Schnorr adaptor signature scheme and the (perfect) completeness of the NIZK proof. If not, the underlying
Schnorr pre-signing algorithm will fail, and correctness holds trivially.

To establish extract correctness, we must show that for any valid pre-signature (ω1,ω2) on a message x

with respect to a statement Y , and any valid witness y for Y , the extract algorithm correctly recovers y

when given the adapted signature obtained via adapt. In our construction, adapt and extract are inverse
operations. Adapting yields (ω1,ω2 + y), which is well-defined since ω2 and y lie in the same cyclic group.
Applying extract then computes (ω2 + y)⇐ ω2 = y. Thus, the extracted witness is identical to the one used
for adapting and is valid for Y .

Extractability. We show that if extractability is violated in the enhanced Schnorr adaptor signature scheme,
then it can also be broken in the underlying Schnorr scheme. To this end, we construct a reduction that
uses an adversary A against extractability in the enhanced scheme to break extractability in the standard
scheme.

The reduction proceeds by simulating the extractability experiment for the enhanced scheme using access
to the (pre-)signing oracles of the extractability experiment for the standard scheme. The reduction forwards
the key provided by the extractability experiment to the adversary. Whenever A issues a signing or pre-
signing query, we forward this query to the standard (pre-)signing oracle to obtain a valid pre-signature ω̃.
We then use the zero-knowledge simulator of the proof of knowledge system to generate a simulated proof
of knowledge for ω̃, resulting in a valid pre-signature under the enhanced scheme. Since the proof system is
zero-knowledge, this simulation is indistinguishable from a real proof with overwhelming probability.

Eventually, A outputs a message–signature pair (x,ω) such that ω is a valid Schnorr signature and no
pre-signature was queried that allows extraction of the witness. By construction, ω contains a valid signature
in the standard Schnorr adaptor signature scheme. Moreover, if the forgery is valid in the enhanced scheme,
then x was never signed, and no corresponding pre-signature that extracts was queried in the enhanced
scheme. Since any signature–pre-signature pair that extracts in the standard scheme also extracts in the
enhanced scheme, the forgery against the enhanced scheme constitutes a valid forgery against extractabil-
ity for the standard scheme. Our reduction is e"cient, as the simulator and oracles are e"cient. Hence,
extractability in the enhanced Schnorr scheme reduces to extractability in the standard scheme.

Unique Extractability. We show that if unique extractability is violated in the enhanced Schnorr adaptor
signature scheme, then it can also be broken in the underlying standard Schnorr adaptor signature scheme.
To this end, we construct a reduction that uses an adversary A against unique extractability in the enhanced
scheme to break unique extractability in the standard scheme.

The reduction begins by forwarding the public key provided by the unique extractability experiment
for the standard scheme to A. It then simulates the enhanced experiment using access to the (pre-)signing
oracles of the standard scheme. Whenever A issues a signing or pre-signing query, we forward this query to the
standard (pre-)signing oracle to obtain a valid pre-signature ω̃. We then use the zero-knowledge simulator of
the proof of knowledge system to generate a simulated proof of knowledge for ω̃, producing a valid enhanced
pre-signature. Since the proof system is zero-knowledge, this simulation is indistinguishable from a real proof
with overwhelming probability.

Eventually, A outputs a tuple (x, ω̃, Y,ω1,ω2) such that all (pre-)signatures are valid, and both ω1 and ω2

allow extracting valid witnesses for Y using ω̃. This constitutes a violation of unique extractability in the
enhanced scheme. By construction, all elements of this tuple—x, ω̃, and ωi—are also valid in the standard
scheme (when ignoring the PoK). Moreover, since the extraction relation remains unchanged between the
enhanced and standard schemes, the same pair (ω̃,ωi) will extract to the same witness in both schemes.
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Hence, this tuple also constitutes a valid forgery against unique extractability in the standard Schnorr
adaptor signature scheme. The reduction is e"cient, as the simulation uses only e"cient oracle access and
a zero-knowledge simulator. Therefore, unique extractability in the enhanced Schnorr scheme reduces to
unique extractability in the standard scheme.

Pre-Signature Adaptability. The same proof carries over to adaptability, since every valid pre-signature in
the enhanced scheme contains a valid pre-signature in the standard scheme. In addition, we need to consider
that we enhanced adaptability with respect to arbitrary-length messages. This transition works with the
same argument as for correctness. So, by pre-signature adaptability of the standard scheme, this can be
adapted into a valid signature. Signatures valid under the standard scheme are also valid in the enhanced
scheme, since we did not modify the verification algorithm. So, also in the enhanced scheme, this signature
is valid, and pre-signature adaptability holds.

Message-Bound Pre-Signatures. Standard Schnorr adaptor signatures have message-bound pre-signatures,
since the random oracle is collision resistant: The verification equation for a pre-signature (R↑

, s) on a
statement Y has the form

Y · g
s = pk

c
·R

↑

with c = HSign(pk, x, R↑). For a distinct message x
↑
⇒= x, we have that c↑ = HSign(pk, x↑

, R
↑) ⇒= c (modulo group

order and with overwhelming probability). If pk ⇒= g
0, then pk is a generator by primality of the group order

such that c↑ ⇒= c implies pkc
→
⇒= pk

c and hence the verification equation does not hold for x↑. Since the public
key is chosen uniformly random over the group G, the probability of being the neutral element g0 is negligible.
Observe that each pre-signature in our extended Schnorr adaptor signature scheme also contains a standard
Schnorr adaptor pre-signature. Furthermore, pre-verification of the extended scheme requires validity of the
standard Schnott adaptor signature. Hence, the same argument also shows message-boundedness of our
extended scheme.

Pre-signature Unforgeability. Finally, we prove that the enhanced Schnorr adaptor signature scheme satisfies
pre-signature unforgeability. We do this by a reduction to the simulation-sound extractability of the PoK
and a reduction to the extractability of the standard Schnorr adaptor signature scheme. For this proof,
simulation-sound extractability is necessary, since to win pre-signature unforgeability, the adversary is not
required to output a valid signature, but just a pre-signature. However, if the adversary outputs a valid pre-
signature w.r.t. some statement Y , the reduction might not know a valid witness w.r.t. Y , and hence, cannot
adapt such a forgery into a valid signature. However, such a valid signature forgery would be needed to break
(adaptor signature) extractability. Since this is not a valid proof strategy, we instead consider a di!erent
approach: As above, we build a reduction to the (adaptor signature) extractability and simulate proofs for
pre-signatures using the zero-knowledge simulator. When the adversary outputs a valid pre-signature as
forgery, this pre-signature contains a proof of knowledge of randomness. Using the extractor of the PoK, we
extract this randomness, and by the algebraic structure, this allows us to learn the signing key and break
extractability.

We now start our reduction to the extractability of standard Schnorr signatures. As input, the reduction
receives a public key pk and has access to pre-sign and sign oracles. Our reduction forwards the public key
to A and simulates signing queries by forwarding them to the underlying signature oracle. Pre-signing queries
are handled by obtaining a standard pre-signature and then simulating a PoK using the zero-knowledge
simulator. By the simulation-sound extractability of the PoK, this simulation is perfect with overwhelming
probability. Eventually, A outputs a fresh pre-signature on a message x that was never pre-signed. At this
point, we try to run the extractor of the PoK system to obtain the underlying randomness r.4 Now, we
4 We note that the extractor is allowed to and typically has to rewind the adversary. A reader familiar with UC,

where simulators cannot use rewinding, might wonder why this is possible without contradicting our UC security
proof, i.e., Theorem 2. The reason is that our UC simulator does not actually have to run this extractor and hence
does not have to perform any rewinding. Instead, we use this technique only as part of a contradiction argument
to show that certain runs that would break the UC simulation have a negligible chance of occurring.
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have two cases: Either the extractor succeeds in extracting the randomness. If this is the case, and given
this random value r and the forged pre-signature, we can extract the signing key sk, since the pre-signature
contains the value sk ·h+r for a known h. Knowing sk, our reduction can break extractability for the Schnorr
scheme, as it can now compute signatures on fresh messages. In the second case, where the extractor does not
succeed, we use the power of A to break the simulation-sound extractability of the PoK system. Contained in
the forgery, the adversary has output PoK for which the witness cannot be extracted; we forward the PoK to
the extractor experiment for the proof system. This violates the simulation-sound extractability of the PoK
system by definition. In both cases, the reduction is e"cient and succeeds with non-negligible probability
if A does.

Proof (Proof of Theorem 2). To prove Theorem 2, we have to show the existence of a simulator S such that
the real world protocol that just runs ASω,R (in the presence of the dummy adversary that simply forwards
network messages) is indistinguishable from the ideal functionality Fasig running with the simulator S for all
ppt environments. As is usual for UC security, we only have to show this property for a single session/copy
of the protocol (identified by an arbitrary but fixed challenge session ID sid) and hence only for one key pair
that, however, may be used by an arbitrary number of parties. A general composition theorem then implies
that UC security is retained even when an environment uses polynomially many di!erent copies/sessions
and hence key pairs (see, e.g., Theorem 3 in [40], which shows this as an explicit and distinct property, or
the definition of the UC security experiment and Theorem 22 given in [15], which captures this implicitly
along with other properties).

We show this theorem for S being the dummy adversary, i.e., the adversary in real and ideal world being
identical. We thus only have to show that ASω,R and Fasig are indistinguishable for all environments without
having to modify the adversary as part of the proof. The proof itself is structured as a sequence of games
that start from the real protocol ASω,R and iteratively modify it until we reach Fasig. We reduce each game
hop to one or more of the game-based properties required by Theorem 2 to show that the distinguishing
probability for a ppt environment changes only by a negligible probability. Since the number of game hops
is constant, this immediately gives the claim, i.e., that the real protocol is indistinguishable from the ideal
one.

As mentioned, our starting point is the real protocol that just runs ASω,R as is, which we formalize via
the protocol F0

asig given in Figure 12. This is basically the same as Figure 2 that we used as a starting point
for our technical overview given in Section 4.2. The protocol F0

asig is parameterized by a polytime decidable
relation R, ppt algorithms KeyGen, Sign, pSign, and dpt algorithms Vrfy, pVrfy,Adapt,Extract. When an oracle
of the protocol is called, the underlying corresponding algorithm (indicated by the same name) is executed
and the result is returned. Since only the owner of the key pair knows the secret key, only he can call the
Sign and pSign oracles.
Game G1. In the first game, we start by modifying our real protocol to obtain a first intermediate ideal
functionality that enforces correctness properties in the verification, pre-verification, and extract oracles.
To this extent, our functionality deploys bookkeeping. This means, when a signature or pre-signature is
successfully created, the functionality stores the corresponding (pre-)signatures into lists Hsign and HpSign.
When a signature or pre-signature is verified, the functionality accepts all signatures from Hsign and all
pre-signatures from HpSign. In addition, the functionality stores the results of successfully (pre-)verifying
(pre-)signatures in Hverify and HpVerify. As an additional list, we introduce the list Hadapt. In Hadapt, we store
the inputs and the output of the adapt oracle, i.e., the pairs (ω̃, Y, y,ω), when the pre-siganture–statement
pair is stored in HpVerify, the witness y is a valid witness for Y , and the signature ω is the ouptut of calling
the adapt algorithm on (ω̃, Y, y). Looking ahead, this list will allow us to enforce extract correctness, as well
as pre-signature adaptability. Besides this, the functionality F

1
asig has the same outputs as F

0
asig. We depict

F
1
asig in Figure 13.

Claim 1 If AS is pre-sign correct (Definition 8), has correct adapting (Definition 9), and ϑ is a correct
signature scheme (Definition 5), then the gap between F

1
asig and F

0
asig is negligible.

Proof. To show Claim 1, we note that F1
asig and F

0
asig di!er in three cases. The first case is, if a signature on a

message x was obtained via ω → Sign(sk, x) by an oracle, and Vrfy(pk, x,ω) = 0. As the signature scheme ϑ is
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 12. Ideal adoptor signatures functionality F
0
asig.
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 13. Ideal adoptor signatures functionality F
1
asig.
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(perfectly) correct, Vrfy(pk, x, Sign(sk, x)) = 0 cannot happen. The second case is equivalent to the first, but
when pre-verifying pre-signatures output by the pre-sign oracle. This second change is again undetectable by
the perfect pre-sign correctness of the adaptor signature scheme. In the third case, the functionalities di!er
if the extract algorithm outputs bot on a pre-signature–signature–statement pair, but this pair is added
to Hadapt. A pre-signature–signature–statement pair is added to Hadapt only if the pre-signature–statement
pair was previously stored in HpVerify. This occurs only if the pre-signature verifies (for that statement and
some message x) under the pVrfy algorithm or if it was stored (for that statement and some message x)
in HpSign. By pre-sign correctness, all entries in HpSign also verify under the pVrfy algorithm. Altogether we
have that in all cases where an element is added to Hadapt the pre-signature for the statement is valid under
the pVrfy algorithm (for some message x). In addition to such a valid pre-signature, adding a pair to Hadapt

also requires providing a valid witness for the statement. Only if a valid pre-signature–statement pair and a
valid witness for this statement are provided, we call the adapt algorithm on this input and store the valid
pre-signature, the statement, the valid witness, and the resulting adapted pre-signature in Hadapt. When the
functionality overwrites a witness, the extract algorithm failed to provide a valid witness for a valid pre-
signature, statement, signature pair. If this case occurs, it would thus contradict extract correctness. Since
extract correctness is a perfect property, this case cannot happen.

Hence, the gap between F
1
asig and F

0
asig is bounded by correctness, pre-sign correctness, and adapting

correctness. Since these are perfect properties, this gap is 0.

At this point in our series of game hops, whenever an oracle considers a pre-signature or signature valid
w.r.t. some message (and some statement), then the actual algorithms output that the (pre-)signature is valid.
Hence, all signatures in the sets Hsign[x],Hverify[x] will verify w.r.t. pk and x, and all pre-sigature–statement
pairs (ω̃, Y ) in the sets HpSign[x],HpVerify[x],Hadapt[x] will pre-verify w.r.t. x. This holds, since from this point
forward, we will not add more elements to these lists and assuming correctness and pre-sign correctness,
which are perfect properties.
Game G2. In this game, the functionality enforces message-bound pre-signatures if the adversary did not
corrupt the signer. This means, the functionality enforces enforce that each pre-signature can only be valid
on a unique message. This ensures unique messages in the list Hadapt when no corruption happened. Besides
this, the functionality F

2
asig has the same outputs as F

1
asig. We depict F

2
asig in Figure 14.

Claim 2 If AS, in addition to all the properties required by previous claims, has message-bound pre-signatures
(Definition 3), then the gap between F

2
asig and F

1
asig is negligible.

Proof. The outputs of the functionalities F
2
asig and F

1
asig di!er if the signer is uncorrupted, and the pre-

signing algorithm pSign, on input a message x, outputs a pre-signature that is also considered valid with
respect to a di!erent message x

↑, or if the environment provides a pre-signature that is valid with respect
to the public key pk, a message x, and some statement Y , but this pre-signature has already been marked
as valid for another message x

↑. In such cases, F2
asig either returns ≃ instead of a pre-signature or fails to

pre-verify a valid pre-signature.
We now show that the probability of this case occurring is negligible in the security parameter. To this

end, we provide a reduction that transforms any environment causing a pre-signature that is valid on two
di!erent messages into an adversary that breaks the message-bound pre-signature property of AS.

As input, our reduction receives a public key and has access to a signing and a pre-signing oracle that out-
puts valid (pre-) signatures w.r.t. the provided public key. To simulate the functionality in the environment,
our reduction uses this key and the provided oracles to answer signing and pre-signing queries. Adapting,
extracting, and verifying are public algorithms, so our reduction can simulate them. If the simulation comes
to a point where the signer is corrupted and the functionality would return the secret key, then the reduction
attacker aborts the simulation. Such an abort does not change the distinguishability of F1

asig and F
2
asig, since

we only enfore message-bound pre-sigantures if the signer is not corrupted, and hence, the functionalities
only di!er if the signer is not corrupted. So if the signer is corrupted, both functionalities behave identically
by definition, and nothing is to show. If no corruption happens, our reduction shows that the gap between
the both worlds is at most negligible.
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ¬corrupted:
if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 14. Ideal adoptor signatures functionality F
2
asig.
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When the pre-signature oracle outputs a pre-signature ω̃ on a message x, but the same pre-signature is
already valid on x

↑, or if the environment provides such a fresh, valid pre-signature to the pre-verification
oracle, our reduction simply outputs the pre-signature and the matching messages. Since we just call e"cient
oracles polynomially often, our reduction is e"cient. Since we assume that AS is correct, valid pre-signatures
in our simulation are also valid w.r.t. the pre-verification algorithm.

Whenever the functionality F
2
asig di!ers from F

1
asig, our reduction breaks the message-bound pre-sigature

property of AS. This holds since, by correctness, pre-signatures output by the pre-sign algorithm are valid. In
addition, our reduction found a single pre-signature that is valid on two distinct messages (and the respective
statements). As we assume AS to have message-bound pre-signatures, the gap between F

2
asig and F

1
asig is

negligible in the security parameter.

Game G3. In this game, we enforce pre-signature adaptability. This means, in this functionality, each
signature that was obtained by adapting a pre-verifying pre-signature is guaranteed to verify. Besides this,
the functionality F

3
asig has the same outputs as F

2
asig. We depict F

3
asig in Figure 15.

Claim 3 If AS, in addition to all the properties required by previous claims, satisfies pre-signature adapt-
ability Definition 10, then the gap between F

3
asig and F

2
asig is negligible.

Proof. The outputs of the functionalities F
3
asig and F

2
asig di!er if the verification algorithm is called on a

signature and a message x, such that the signature should be invalid by the verification algorithm, but the
signature is part of the set Hadapt[x]. The signature can be part of Hadapt[x], if there exists a pre-signature–
statement pair, which is a part of HpVerify, and the adapt oracle was called upon this pre-signature–statement
pair and a valid witness for the mentioned statement. A pre-signature–statement pair is added to HpVerify,
if there exists a message x, such that either the pre-verification algorithm verifies on this triple, or the
pre-signature was output by the pre-sign oracle, and hence pre-verifies by pre-sign correctness. Since pre-
sign correctness is a perfect property, we know that in either case, the pre-verification algorithm on this
pre-signature–statement pair, in addition to the message x, outputs 1.

This means, that F3
asig di!ers from F

2
asig, if a valid pre-signature w.r.t. some message x and some statement

Y yields into an invalid adapted signature when adapted using a valid witness y for Y –e!ectively violating
pre-signature adaptablity. As we assume AS to have (perfect) pre-signature adaptability, there is no gap
between F

3
asig and F

2
asig.

At this point in the proof, not only the signatures stored in Hsign[x] and Hverify[x] verify w.r.t. some
message x, but also all signatures stored in the set Hadapt[x]. This holds by pre-signature adaptability which
is a perfect property.
Game G4. In this game, we enforce unique extractability as long as the signer remains uncorrupted. This
is done by ensuring that the pre-sign oracle does not output a pre-signature that extracts with two valid
signatures, and the sign oracle does not output a signature that extracts with a pre-signature that already has
an extracting signature. We do the same in the Adapt Oracle. Furthermore, we ensure in the verification and
pre-verification oracles that no (pre-)signature is valid if it allows extracting more than one (pre-)signature.
We enforce this functionality by introducing the helper functions BreakSigUnExt and BreakpSigUnExt that,
on input a message,(pre-)signature pair, output conflicting signatures which are considered valid. If this
happens, the candidate (pre-)signatures are either considered invalid (in the verification case), the pre-sign
and sign oracles output ≃ instead of such a conflicting (pre-)signature, and the adapt oracle outputs the
conflicting signature instead. Besides this, the functionality F

4
asig has the same outputs as F

3
asig. We depict

F
4
asig in Figure 16.

Claim 4 If AS, in addition to all the properties required by previous claims, achieves unique extractabil-
ity Definition 12, then the gap between F

4
asig and F

3
asig is negligible.

Proof. The functionalities F
3
asig and F

4
asig di!er, if the algorithms BreakSigUnExt and BreakpSigUnExt have

non-bot outputs. To prove Claim 4, we show that the probability that the algorithms BreakSigUnExt and
BreakpSigUnExt do not output ≃ when queried on valid (pre-)signatures is negligible. Since this is the only
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ⇐(ω̃, Y, y,ω) ↔ Hadapt[x]: bverify := 1 {Pre-Sig Adaptability
else if pk = pk ↗ ¬corrupted:
if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 15. Ideal adoptor signatures functionality F
3
asig.
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if BreakSigUnExt(x,ω) ≃= →: ω := → {Unique Extractability
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if BreakpSigUnExt(x, ω̃, Y ) ≃= →: ω̃ := → {Unique Extractability
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

if ω→ := BreakSigUnExt(x,ω) ↗ ω→
≃= →: ω ↑ ω→ {Unique Extractabilty

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if BreakpSigUnExt(x, ω̃) ≃= →: bverify := 0 {Unique Extractability
if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ⇐(ω̃, Y, y,ω) ↔ Hadapt[x]: bverify := 1 {Pre-Sig Adaptability
else if pk = pk ↗ ¬corrupted:

if BreakSigUnExt(x,ω) ≃= →: bverify := 0 {Unique Extractabilty
if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 16. Ideal adoptor signatures functionality F
4
asig.
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case where F
4
asig and F

3
asig di!er, this shows the claim. To do this, we provide a reduction to the unique

extractability of AS. As input, our reduction receives a verification key and has access to a signing and a
pre-signing oracle. Using these oracles and the provided keys, our reduction instantiates our functionality
F

4
asig. Since we only ensure unique extractability if the signer is not corrupted, our reduction does not need

to provide the corresponding signing key to the adversary. Eventually, either the BreakSigUnExt algorithm
or the BreakpSigUnExt algorithm does not output ≃, but a signature ω. We now describe how our reduction
finds values (x, Y, ω̃,ω,ω↑), such that both signatures verify on x, the pre-signature verifies on Y, x, and the
pre-signature allows to extract with both signatures to a valid witness for Y .

We start with the algorithm BreakpSigUnExt, which has as input a valid pair (x, ω̃, Y ). Having this input
available, what is missing for our forgery against unique extractability are two valid signatures on x that
both extract a valid witness with (ω̃, Y ). When the algorithm BreakpSigUnExt is called, a set Q is filled with
all verifying signatures (i.e. signatures from Hsign[x] and Hverify[x] that extract with (ω̃, Y ). We capture all
extracting signatures by running the Extract algorithm on the respective inputs. If BreakpSigUnExt outputs
a signature which is non-≃, this means that our list of extracting signatures contains at least two valid
signatures (ω1 ⇒= ω2) on x. Our reduction can return the pair (x, ω̃, Y,ω1,ω2) and successfully break unique
extractability.

Now we consider the algorithm BreakSigUnExt, which has as input a valid pair (x,ω). This algorithm
outputs non-≃ if there exists a valid pre-signature–statement pair (ω̃, Y ) which extracts with ω, but addi-
tionally extracts with a signature ω

↑
⇒= ω that is already valid on x. To find valid pre-signature candidates,

the algorithm first fills up a set Q containing all valid pre-signature–statement pairs (ω̃, Y ) contained in
HpSign[x] and HpVerify[x] that extract with ω. Those are valid pre-signatures on x w.r.t. some statement Y .
Then, if there exists another signature ω

↑
⇒= ω that was crafted via honest adapting (i.e. ω↑

↔ Hadapt[x]), the
algorithm returns such ω

↑. We know by extract correctness (Definition 9), that the extract algorithm yields a
valid witness for a statement Y , when called upon a valid pre-signature on Y and the corresponding adapted
pre-signature ω (which was obtained by adapting the pre-signature using a valid witness for Y ). Therefore,
each signature ω

↑
↔ Hadapt[x] also extracts a valid witness with the pre-signature in question. Alternatively,

if there exists a valid signature (ω↑
⇒= ω) that allows extracting with any pre-signature in Q using the Extract

algorithm, the helper algorithm also outputs ω
↑. To craft a valid forgery, our reduction can return the pair

(x, ω̃, Y,ω,ω↑), where ω
↑ is the found signature, and ω̃ is the matching pre-signature from Q.

We have shown how to turn each non-≃ output of the helper functions BreakSigUnExt and BreakpSigUnExt

into a valid forgery of unique extractability. In addition, our reduction is e"cient, since it internally runs
a ppt adversary, and simulates oracles using provided oracles from the unique extractability security game.
Hence, none of these algorithms can output a non-≃ message during a run of the functionality if the AS

satisfies unique extractability with non-negligible probability. Since the functionalities only have a gap if one
of the helper algorithms outputs a non-bot message, the gap between F

4
asig and F

3
asig is negligible.

Game G5. In this game, we enforce unforgeability for pre-signatures for as long as the signer is unocrrupted.
This means, in this functionality, a pre-signature can just be valid if it was either pre-signed before or if
the message on which this pre-signature is pre-verified was signed before. Otherwise, the pre-verification
algorithm outputs 0 in F

5
asig. Besides this, the functionality F

5
asig has the same outputs as F

4
asig. We depict

F
5
asig in Figure 17.

Claim 5 If AS, in addition to all the properties required by previous claims, has unforgeable pre-signatures
(Definition 2), then the gap between F

5
asig and F

4
asig is negligible.

Proof. The outputs of the functionalities F
5
asig and F

4
asig di!er only if the signer is uncorrupted, and the

pre-verification algorithm is called on a pre-signature and a message x, such that the pre-signature should
be valid by the pre-verification algorithm, but the message x was never signed before, and the message-
statement pair in question was not pre-signed before. In such cases, F5

asig does not qualify the pre-sigature
to be valid, while F

4
asig would. We now show that the probability of such cases occurring is negligible in

the security parameter. To this end, we provide a reduction that transforms any environment causing this
deviation into an adversary that breaks the pre-signature unforgeability of AS. As input, our reduction
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if BreakSigUnExt(x,ω) ≃= →: ω := → {Unique Extractability
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if BreakpSigUnExt(x, ω̃, Y ) ≃= →: ω̃ := → {Unique Extractability
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

if ω→ := BreakSigUnExt(x,ω) ↗ ω→
≃= →: ω ↑ ω→ {Unique Extractabilty

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if BreakpSigUnExt(x, ω̃) ≃= →: bverify := 0 {Unique Extractability
if Hsign[x] = ↓: bpVerify := 0 {Pre-Sig Unforgeability

if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ⇐(ω̃, Y, y,ω) ↔ Hadapt[x]: bverify := 1 {Pre-Sig Adaptability
else if pk = pk ↗ ¬corrupted:

if BreakSigUnExt(x,ω) ≃= →: bverify := 0 {Unique Extractabilty
if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 17. Ideal adoptor signatures functionality F
5
asig.
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receives a public key and has access to a signing and a pre-signing oracle that outputs valid (pre-)signatures
w.r.t. the provided public key. To simulate the functionality in the environment, our reduction uses this key
and the provided oracles to answer signing and pre-signing queries. Adapting, extracting, and verifying are
public algorithms, so our reduction can simulate them while applying the rules established in F

4
asig. Since

we only enforce unforgeable pre-signatures for uncorrupted signers, the reduction does not need to provide
the signing key to the adversary. When the pre-verification oracle is called on a pre-signature–statement
pair such that the pre-verification algorithm outputs 1, but the corresponding message was never signed nor
pre-signed w.r.t. to this statement, our reduction outputs this pre-signature as forgery. This forgery is valid,
since it was not output by the pre-sign oracle, and the message x was never signed before. Since we just call
e"cient oracles polynomially often, our reduction is e"cient. Whenever the functionality F

5
asig di!ers from

F
4
asig, our reduction breaks the pre-signature unforgeability of AS. As we assume AS to have unforgeable

pre-signatures, the gap between F
5
asig and F

4
asig is negligible in the security parameter.

Game G6. In this game, we enforce extractability for an uncorrupted signer. This means, in this functionality,
each signature that is valid either was previously signed or allows extracting a valid witness together with a
pre-signature previously output by the pre-signing oracle. Besides this, the functionality F

6
asig has the same

outputs as F5
asig. Furthermore, this functionality is also our final functionality. We depict F6

asig in Figure 18.

Claim 6 If AS, in addition to all the properties required by previous claims, satisfies extractability (Defini-
tion 11), then the gap between F

6
asig and F

5
asig is negligible.

Proof. The outputs of the functionalities F
6
asig and F

5
asig di!er only if the signer is uncorrupted, and the

verification algorithm is called on a signature and a message x, such that the signature should be valid by
the verification algorithm, but the message was never previously signed, i.e. Hsign[x] = ∝, and there exists
no pre-signature–statement pair (ω̃, Y ) ↔ HpSign[x] such that the extract algorithm does not output a valid
witness for Y when called using the candidate signature and ω̃. In such cases, F6

asig does not qualify the
signature to be valid, while F

5
asig would do so. We now show that the probability of such cases occurring is

negligible in the security parameter. To this end, we provide a reduction that transforms any environment
causing this deviation into an adversary that breaks the extractability of AS. As input, our reduction receives
a public key and has access to a signing and a pre-signing oracle that outputs valid (pre-)signatures w.r.t.
the provided public key. To simulate the functionality in the environment, our reduction uses this key and
the provided oracles to answer signing and pre-signing queries. Adapting, extracting, and verifying are public
algorithms, so our reduction can simulate them while applying the rules established in F

5
asig.Since we enforce

extractability only for honest signers, the reduction does not need to provide a matching signing key to the
adversary. When the environment provokes a gap between F

5
asig and F

6
asig, our reduction has available a

signature–message pair such that the verification algorithm verifies, and there exists no pre-signature that
qualifies for extracting a valid witness using the Extract algorithm, and the message was never signed before.

Since we just call e"cient oracles and compute e"cient algorithms polynomially often, our reduction
is e"cient. Whenever the functionality F

6
asig di!ers from F

5
asig, our reduction breaks the extractability of

AS. As we assume AS to have extractability, the gap between F
6
asig and F

5
asig is negligible in the security

parameter.
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The functionality is parameterized by a polytime decidable relation R, ppt algorithms KeyGen, Sign, pSign and
dpt algorithms Vrfy, pVrfy,Adapt,Extract. Upon first activation, initialize this instance by running and storing
(sk, pk) ↑ KeyGen(1ω).

On PubKey? from anyone, return (PubKey, pk).

On (Sign, x) for party pid in session sid = (pid , sid→), do:
ω ↑ Sign(sk, x)
if BreakSigUnExt(x,ω) ≃= →: ω := → {Unique Extractability
if ω ≃= →: add ω to Hsign[x]

Return (Signature,ω).

On (pSign, x, Y ) for party pid in session sid = (pid , sid→), do:
ω̃ ↑ pSign(sk, x, Y )
if ¬corrupted ↗ ⇐x→

≃= x : ω̃ ↔ HpSign[x
→] ↘ HpVerify[x

→]: ω̃ := → {Message Bounding
if BreakpSigUnExt(x, ω̃, Y ) ≃= →: ω̃ := → {Unique Extractability
if ω̃ ≃= →: add (ω̃, Y ) to HpSign[x]

Return (PreSignature, ω̃)

On (Adapt, pk , ω̃, y, Y ) for party pid , do:
ω ↑ Adapt(pk , ω̃, y, Y )
if pk = pk ↗ (Y, y) ↔ R ↗ ⇐x : (ω̃, Y ) ↔ HpVerify[x]:

if ω→ := BreakSigUnExt(x,ω) ↗ ω→
≃= →: ω ↑ ω→ {Unique Extractabilty

add (ω̃, Y, y,ω) to Hadapt[x]

Return (Adapt,ω)

On (Extract, pk , ω̃,ω, Y ) for party pid , do:
y := Extract(pk , ω̃,ω, Y )
if (Y, y) /↔ R ↗ ⇐(x, y→) : (ω̃, Y, y→,ω) ↔ Hadapt[x]: y := y→ {Extract Correctness
Return (Extract, y)

On (pVerify, pk , x, Y, ω̃) for party pid , do:
bpVerify := pVrfy(pk , x, Y, ω̃)
if pk = pk ↗ (ω̃, Y ) ↔ HpSign[x]: bpVerify := 1 {Pre-Sign Correctness
else if pk = pk ↗ ¬corrupted:

if ⇐x→
≃= x : ω̃ ↔ HpSign[x

→] ↘ HpVerify[x
→]: bpVerify := 0 {Message Bounding

if BreakpSigUnExt(x, ω̃) ≃= →: bverify := 0 {Unique Extractability
if Hsign[x] = ↓: bpVerify := 0 {Pre-Sig Unforgeability

if pk = pk ↗ bpVerify: add (ω̃, Y ) to HpVerify[x]

Return (VerResult, bpVerify)

On (Verify, pk , x,ω) for party pid , do:
bverify := Vrfy(pk , x,ω)
bextracts := ⇐(ω̃, Y ) ↔ HpSign[x] : (Y,Extract(pk , ω̃,ω, Y )) ↔ R

if pk = pk ↗ (x,ω) ↔ Hsign: bverify := 1 {Correctness
else if pk = pk ↗ ⇐(ω̃, Y, y,ω) ↔ Hadapt[x]: bverify := 1 {Pre-Sig Adaptability
else if pk = pk ↗ ¬corrupted:

if BreakSigUnExt(x,ω) ≃= →: bverify := 0 {Unique Extractabilty
if Hsign[x] = ↓ ↗ ¬bextracts: bverify := 0 {Extractabilty

if pk = pk ↗ bverify: add ω to Hverify[x]

Return (VerResult, bverify)

As usual, the attacker may corrupt any party pid dynamically and gains full control over that party. In addition,
if pid is the owner of the key pair modeled by this instance, i.e., the session ID of this instance is sid = (pid , sid→),
then the attacker also learns sk; for notational convenience, we set corrupted = true i! this is the case.

Fig. 18. Ideal adoptor signatures functionality F
6
asig.
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