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Abstract. Non-malleability of a cryptographic primitive is a fundamental security property which ensures
some sort of independence of cryptographic values. The notion has been extensively studied for commitments,
encryption and zero-knowledge proofs, but it was not until recently that the notion—and its peculiarities—
have been considered for hash functions by Boldyreva et al. (Asiacrypt 2009). They give a simulation-based
definition, basically saying that for any adversary mauling hash values into related ones there is a simulator
which is as successful in producing such hash values, even when not seeing the original hash values. Their
notion, although following previous approaches to non-malleability, is nonetheless quite unwieldy; it is hard
to achieve and, due to the existential quantification over the simulator, hard to falsify. We also note that
finding an equivalent indistinguishability-based notion is still open.

Here we take a different, more handy approach to non-malleability of hash functions. Our definition avoids
simulators completely and rather asks the adversary to maul the hash value and to also specify a transfor-
mation ¢ of the pre-image, taken from a fixed class ® of admissible transformations. These transformations
are usually determined by group operations and include such cases such as exclusive-ors (i.e., bit flips) and
modular additions. We then simply demand that the probability of succeeding is negligible, as long as the
original pre-image carries enough entropy. We continue to show that our notion is useful by proving that,
for example, the strengthened Merkle-Damgard transformation meets our notion for the case of bit flips, as-
suming an ideal compression function. We also improve over the security result by Boldyreva et al., showing
that our notion of non-malleability suffices for the security of the Bellare-Rogaway encryption scheme.
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1 Introduction

Non-malleability, first treated formally in [DDNOO] for commitments, encryption and zero-knowledge, provides
some level of independence between cryptographic values. That is, a commitment or ciphertext should not
help to generate another commitment or ciphertext of a related message. By this, the adversary should not be
able to produce a meaningful value by flipping some bits in a commitment or ciphertext. Several subsequent
works considered this notion for the aforementioned primitives [DDN00, BS99, Sah99, DIO98, FF00, DDO'01,
Bar02, DG03, PR05a, PR05b, CHS06, PPV08, CD08, CV09, LP09, LPTV10, LPV08, OPV10, OPVO08S|.

Non-Malleability of Hash Functions. Non-malleability of hash functions was scrutinized only recently
by Boldyreva et al. [ BCFWO09]. They provide a formal treatment of the primitive and discuss applications to
the Bellare-Rogaway encryption scheme and client puzzles. Other applications of non-malleable hash functions
include security proofs for HMAC [Fis08] and for OAEP [BF06]. The idea behind non-malleable hash functions,
put forward in [BCFWO09], is similar to other areas but also reveals some differences, originating from the fact
that, unlike commitments and encryptions, hash functions do not have secret randomness.

The definition in [BCFW09] follows the simulation paradigm: For every adversary which is able to transform
hash values into related ones, there should be a simulator which outputs such related values but which is



denied the original values. This ensures independency of cryptographic values because given the value does not
facilitate the task. However, the definition in [BCFWO09] comes with several deficiencies:

e The requirement is quite strong: the hash function must not for instance leak individual bits of the input,
or else the adversary would gain a significant advantage over any simulator by learning the hash value.
While this seems to be a desirable goal for commitments and encryption, and possibly for some hash
function applications, in general leaking some bits may not do harm to the fact that one mauls a hash
value into something meaningful. Hence, it would be preferable to separate the notions of non-malleability
and of pre-image hiding.

e The existential quantification over the simulator makes it hard to falsify (cf. Naor’s work on cryptographic
assumptions [Nao03]) the property for a specific hash function: one would need to show that for some
adversary no appropriate simulator whatsoever exists. This is contrast to other desirable hash function
properties like collision resistance.

e The definition in [BCFWO09] covers pathological hash functions like constant functions: since the hash
value does not lend any additional power to the adversary—after all, it is a constant— such a function is
trivially non-malleable. Intuitively, though, for such functions it is easy to find related hash values and to
determine hash values of the pre-image with some bits flipped. One can rule out such pathological func-
tions by demanding collision-resistance or unpredictability, but this would introduce another assumption
(which is somewhat unrelated, as we discuss).

e As discussed in [BCFWO09], finding an alternative indistinguishability-based approach as for commitments
and encryption seems to be hard. Very often, though, such a notion is easier to work with for proofs
where the hash functions are used within larger schemes.

Non-Malleability goes Handy. We overcome the above problems by reverting to the core idea behind
non-malleability: it should be hard to modify a given hash value such that the pre-image is affected in a
controlled way. In contrast, the simulation-based approach somewhat guarantees more than this, by ensuring
that the hash values are absolutely useless for doing so; this is formalized by having a simulator approximating
the adversary’s strategy but without learning the hash value.

Typically, the simulator in non-malleability proofs for hash functions runs a copy of the adversary, creates
a fake hash value and presents it to the adversary in order to produce a related output. This, however, inhibits
some designs which may otherwise guarantee the required “mauling resistance”. As an example, if the hash
function leaks a single bit of the input, then this clearly violates the simulation technique above. Nonetheless,
determining a related hash value may still be hard for the adversary, because of the large unknown input
portion. In fact, since practically designed hash functions should ensure that small changes in the input affect
all output bits (“avalanche effect”) it is likely that most hash functions would still withstand such mauling
attacks: the adversary would still need to “control” the effect on the other bits. We note that the avalanche
effect, albeit seemingly necessary, is not known to provide our desired level of non-malleability.!

We formalize the above non-malleability approach following related-key attacks on pseudorandom functions
[Knu92, Bih94, BK04, Luc04]. There, the adversary can query the pseudorandom function with secret key k
on values, but also specify a transformation ¢ of the key to receive values for related key ¢(k). The class ® of
admissible functions ¢ is usually restricted, else achieving security in this setting is impossible [BK03].

In our case, we hand the adversary a hash value y of an unknown pre-image z and ask her to specify a
transformation ¢ € ® from a class of admissible transformations, together with a hash value y*. The adversary

1We also note that the idea of reverting to basic modification attacks does not seem to be applicable to non-malleable commit-
ments or encryptions in a reasonable way; the latter primitives are designated to hide the messages, whereas hash functions are
a-priori not meant to provide such a guarantee.



wins if 2* = ¢(x) hashes to y*; to avoid trivial copy-attacks, we also demand that * # z. Non-malleability now
requires that the probability of the adversary winning is negligible, implying that the (adversarially chosen)
distribution of the unknown pre-image x contains super-logarithmic min-entropy. We denote this notion by
®-non-malleability.

Similar to related-key attacks on pseudorandom functions, we cannot hope to achieve our notion of ®-non-
malleability for arbitrary classes ® of transformations. Still, it comprises a large set of interesting transfor-
mation. For example, it contains the important class of all “bit flips”, ¢s(x) = x @ § for all 4, for which we
denote the notion by @-non-malleability. More generally, one may consider any operations over groups, like
¢s(x) = x40 mod 2" to capture modular additions. For a group (G, ®) and such group-induced transformations
qb?(x) =z ® § we speak of ®-non-malleability.

Applying our Non-Malleability Notion. We show that our notion ®-non-malleability is strictly weaker
than the simulation-based approach of Boldyreva et al. [BCFW09]. This, per se, would not be an interesting
result, unless we can prove that the notion is still useful or enriches the class of suitable hash functions. We
show both.

Clearly, since simulation-based non-malleability implies ®-non-malleability, we can immediately conclude
from the construction in [BCFWO09] that ®-non-malleable (and thus @&-non-malleable) hash functions can be
derived under standard assumptions in principle. However, one of the ideas behind our notion is to give more
guidance on how to design practical hash functions, and we rather envision more practical constructions from
@-non-malleable hash functions.

As for positive results, we show that the strengthened Merkle-Damgard, achieves the notion of @-non-
malleability if we assume an ideal compression function, emphasizing that restricting the class of admissible
transformations allows to derive non-trivial non-malleability statements. Some of our results are also negative,
though. We show that, due to length extension attacks, (strengthened) Merkle-Damgard is not ®-non-malleable
for a large class of transformations, even if we model the compression function as a random oracle. We also
indicate that the Matyas-Meyer-Oseas (MMO) construction where one adds the input message to the output
of a cipher shows some weaknesses when it comes to @-non-malleability. More precisely, our result says that,
if the compression function can be an arbitrary @®-non-malleable function, then MMO may not preserve this
property. However, note that MMO itself assumes that the compression function is a block cipher, hence our
result does not immediately apply to hash functions built from MMO like Skein [FLS108].

We finally show that @-non-malleability suffices to show the Bellare-Rogaway (BR) encryption scheme
[BR93] to be chosen-ciphertext secure, where a message is encrypted via (f(r), G(r)®m, H(r||m)) for trapdoor
permutation f, random r and hash functions G and H. Boldyreva et al. [BCFW09] prove that (simulation-
based) non-malleability of H suffices, as long as G is still treated as a random oracle. To be precise, they also
require H to be collision-resistant and perfectly one-way [Can97], hiding all information about the pre-image.
Here we improve over their result and show the BR scheme is chosen-ciphertext secure (for random oracle G),
as long as H is @-non-malleable and perfectly one-way. This is an example where hiding the entire pre-image
is now welcome and made explicit.

Other Related Work. “Bit-flipping” attacks have been known for a long time. It is the achievement of
works like [DDNOO] to put them into a general and formal framework and show how to avoid them and how
to apply this security property. As explained above, our definition of ®-non-malleability follows this line. It is
inspired by the notion of related-key attacks [Bih94, Knu92, BK03] and the fact that the definition of Boldyreva
et al. [BCFW09] is quite bulky.

It should be mentioned that a similar notion to @-non-malleability appeared previously in Shoup’s attack
on the OAEP proof [ShoO1]. Shoup gives an ad-hoc definition for XOR-malleable trapdoor permutations, i.e.,
trapdoor permutations which succumb to such bit-flip attacks, and he shows that OAEP is insecure when



instantiated with such a permutation. His notion, besides demanding the opposite of non-malleability, is
slightly different (and incomparable) to ours in the sense that the adversary runs on a given difference ¢ and is
not allowed to choose the distribution of inputs to the permutation. Our work here provides a positive, more
expedient notion of non-malleable hash functions.

2 Preliminary Definitions

NoTATIONS. If x is a bit string then |z| denotes its length and z; the ith bit, whereas the least significant
bit is at position ¢ = 0; a bit position ¢ is modulo |z|. By z||y we denote the concatenation of two strings x
and y and assume that it has the lowest evaluation priority. We assume (unless indicated otherwise) that all
algorithms run in “probabilistic polynomial-time”. If A is a set, we write a « A to indicate that a is picked
uniformly at random from this set. The same syntax is used if A is a distribution (a is then drawn accordingly)
and if A(-) is an algorithm, then a denotes its output. When dealing with a concatenated bit string zg||z1
where |zo| = |z1|, we often write left-hand (or right-hand) side to refer to z¢ (or z1) and function split(b, zo||z1)
returns . Functions poly(A) and negl()\) denote any function that is polynomial in A and negligible in A,
respectively. The security parameter is denoted by 1*. All logarithms are base 2.

The following definition captures a very general notion of hash functions, allowing also probabilistic schemes:

Definition 2.1 (Hash function) A hash function H = (HK,H, HVf) consists of algorithms, where
Ken Generation. HK(1%) outputs a key K which implicitly defines a domain D(K),

Evaluation. H for inputs K and x € D(K) evaluates to a value y € {0,1}*, and

Verification. HVf returns a decision bit for inputs K, x,y.

It is required for any K «— HK(1}), any € D(K), and any y «— H(K, x) that HVf(K, x,1) outputs 1.

We often require probability distributions to be non-trivial with regard to predictability. This means that it
should be hard to predict which element is drawn from a given distribution when sampled, even in the presence
of additional information in terms of a hint about the sample. We formalize this requirement as conditional
min-entropy and resort to an equivalent formulation via predictors by [ADWO09].

Definition 2.2 (Conditional min-entropy) The conditional min-entropy of a distribution X conditioned
on distribution Z 1is

H, (X|Z) := —log max Pr[A(Z) = A]
where the probability is taken over the random coins of A, Z and X.

In our case, the distribution Z is often dependent on X, e.g., a function of X.

3 Defining Non-Malleability

We first present the original definition from Boldyreva et al. [BCFWO09], before introducing our notion of
®-non-malleability and discussing their relationship.



3.1 Simulation-Based Non-Malleability

The idea of simulation-based non-malleability originates from [DDNO00], where it has been defined, among
others, for private key encryption. It states, intuitively, that for given ciphertext C'(x) of a message x, it should
be computationally hard to find C(z*) where x and z* are related in some interesting way. In their recent
work Boldyreva et al. [BCFWO09] provide a simulation-based definition of non-malleable hash functions. This
definition constitutes the natural translation of simulation-based non-malleable encryption: For given H(x), it
should be computationally hard to find H(z*) where x and z* are meaningfully related, defined via a relation
R form a class of relations R.

As with any simulation-based definition, the hardness of finding z and z* is expressed over the probability
that an efficient attacker is not significantly more successful than a simulator in an idealized version of the same
task. That means, it is required that for any efficient attacker there exists a corresponding simulator that does
just as well. In this specific case, both algorithms have to output z* eventually, but the attacker is given H(x)
while the simulator does not have access to H(x). The following definition is almost verbatim from [BCFW09]
with a minor change (discussed afterwards):

Definition 3.1 (NM-Hash) A hash function H = (HK, H, HVf) is called non-malleable (with respect to prob-
abilistic algorithm hint and relation class R) if for any PPT algorithm A = (Aqg4, Ay, Az) there exists a PPT
algorithm S = (S4,Sx) such that for every relation R € R the difference

Pr Exp%TAh’I(A) = 1} —Pr [Exp?ﬁg'o()\) =1

is negligible, where:

Ezxperiment Exp%%z'l()\) Experiment Expﬁfg'o()\)

K « HK(1%) K « HK(1%)

(X, sta) — Aa(K) (X, sta) — Sa(K)

z — X(1Y), hy < hint(K, 7) T — X(1Y), hy < hint(K, z)

y — H(K,z)

(y*a Sty) — Ay(% R, Std)

(x*,7) — Az(z, sty) (x*, 1) — Sz(hg, stq)

Return 1 iff Return 1 iff
R(X,x,z* 1) R(X,z,x* 1)
A(z,y) # (2%, y7)
AHVF(K, z*,y*) =1

where X denotes a distribution that is chosen by the attacker Ay or simulator Sg and st stands for state
information passed among the algorithms. 'H is called entropically non-malleable if the above only holds for
algorithms Ay and Sy that output distributions X such that Hoo (X|HK, hint) € w(log \).

A wealth of remarks is presented in the original work; we only comment on the most important details:

e Both experiments provide the algorithms with a hint h,, which reflects information about x that might
have been collected from previous actions, such as other protocol executions that involve .

e The informal statement that x and x* are related in a meaningful way is represented by quantification over
a class of relations R. Ideally, we would want to allow any relation, but subtle technicalities described in
[BCFWO09] demand that the set of all possible relations is restricted; the definition becomes unachievable
otherwise. This restriction can be expressed by excluding the problematic relations from R.



e We introduced a small change concerning the output of A, and S, as well as the relation. In particular,
the original definition omits the value r which gives the attacker a little more control over the relation.
By specifying a parameter r along with z*, the attacker is effectively able to select a specific subset of
the relation. This can be viewed as a decomposition of a corresponding relation that omits r into subsets
where the resulting subsets are indexed by r. Applying this modification will turn out useful later for our
analysis, and does not affect the results in [BCFW09].

e We also define entropically non-malleability as a variant of non-malleability that requires attackers not to
output trivial preimage distributions. This is useful because the attacker could otherwise attempt to guess
the preimage that the experiment samples from the distribution instead of attacking non-malleability. The
original definition does not formalize this explicitly but mentions it as a naturally arising condition.

3.2 Game-Based Non-Malleability

We avoid the drawbacks of the simulation-based approach mentioned in the introduction, by proposing an
alternative definition that does not rely on a simulator. Our goal is to provide a definition that is more compact
and accessible to both cryptanalysts and practitioners while it still captures the idea of non-malleability.

The Idea. One candidate realization of our goal is captured by the following game. After selecting a preimage
distribution of inputs to some hash function h, the attacker is given image H(z) and is required to output H(z*)
along with a description of how to transform x into x* in terms of a function ¢. Note that this does not imply
that the attacker knows = or *. Consider the following experiment which outlines this idea.

1. Attacker A outputs a preimage distribution X.
2. A random preimage x is picked according to X. Let y = H(z).

3. On input y, the attacker outputs y* along with a function ¢ which maps one preimage to another, e.g.,
¢ = ¢5 may be the function which maps z to ¢s(z) = x @ 4.

4. The output of the experiment is defined to be 1 if, and only if, H(¢(z)) = y* (and we have ¢(z) # x).

As a natural consequence for a non-malleability definition, we would require the probability that this
experiment outputs 1 to be negligible in the security parameter. Modeling the description of how to transform
the preimage with a function also allows the attacker to output modifications like ¢(z) := x+ 1. Unfortunately,
this broad definition is unachievable. Consider, for example, an attacker that simply picks z* at random from
the preimage domain and outputs the constant function ¢(-) := x* and y := H(z*). It succeeds unconditionally
in this experiment since H(¢(x)) = H(z*) = y*, regardless of the hash function in question. This problem
occurs whenever the adversary can provide a function which significantly reduces the size of the resulting range
of the transformation function. We thus restrict the class ® of functions ¢.

®-Non-Malleability. Seeing that the above experiment is unachievable, the question remains if a weaker—
but working—game-based definition exists that still reflects the intuition of non-malleability. We approach this
question with the following idea: If two related values x and x* exist, then there is a difference § := = & «*
that essentially describes how to modify one value in order to obtain the other. Yet, given the difference only,
no information in absolute terms about x (or z*, separately) can be inferred. We can view an attacker that
outputs J as a specialization of the experiment above by fixing ¢(z) = x @ . The practical impact of this idea
would be that an attacker has an understanding of how bit flips in the output affect bit flips in the input of
the function (or vice versa).



It is possible to generalize this concept by allowing any group operation instead of bitwise differences. We
note that a similar issue of specifying such a transformation function has been already used in the formal
treatment of related-key attacks on pseudorandom functions, where the adversary is allowed to provide a key
transformation. Here, Lucks [Luc04] proposes the class of group-induced transformations, a class which is
neither too powerful nor too restrictive: It is the set of functions which apply the group operation to their
argument and a fixed group element. Subsequent work in the area by Bellare and Cash [BC10] advocates the
use of this class and strengthens our confidence that this is a “natural” choice for related key attacks. Since
the requirements and issues seem to be very similar, we adopt this class in our definition of non-malleability.

We now turn this idea into a general formal definition that is similar to the simulation-based experiments.
First, HK generates a key K which implicitly contains the security parameter A. On input K, the first stage of
the attacker Ay outputs a valid distribution of preimages X’ in the sense that it has a sufficient min-entropy.
A random element x is drawn from this distribution and mapped to image y. The function hint outputs hint
h; about xz. The attacker in the second stage then receives image y and hint h,. It is required to output a
modified image y* and a preimage transformation function ¢ € ® (where ® is known to the adversary). The
output of the experiment is defined to be 1 if, and only if, HVf(K, ¢(z),y*) = 1 and ¢(z) # x.

Definition 3.2 (®-NM-Hash) A hash function H = (HK,H,HVf) is called ®-non-malleable (with respect
to probabilistic function hint) if for any PPT algorithm A = (A4, Ay) the probability Pr[Exp%':jE()\) =1] is
negligible in \, where:

Ezperiment Exp%’jﬂ()\)
K «— HK(1")
(X, 5t) — A(K)
x «— X(1%), hy « hint(K, )

y «— H(K, x)
(y*> (Z)) — Ay(y7 hxa St)
Return 1 iff
HVE(K, ¢(z),y") =1
No(r) #

_ where ¢ € . It is required that algorithm Ay only outputs efficiently sampleable distributions X such that
H.. (X|HK, hint) € w(log \).

We require Ay to output a non-trivial distribution X in this experiment that is not predictable by demanding
a conditional min-entropy strictly greater than logarithmic in A. This requirement makes sense because,
otherwise, an attacker can choose a distribution such that it succeeds to predict the most likely event of this
distribution with high probability. In the context of our experiment, this would imply that the attacker guesses
x with non-negligible probability and trivially succeeds.

Group-Induced Non-Malleability. Note that we let the adversary choose from a set of predetermined
transformation functions. From this general version we get the aforementioned group-induced transformations
by letting ® = {¢F : § € G} where ¢ (z) = 2 ® § for some group (G, ®) for which group operations can be
efficiently performed. Although this definition allows us to model even richer classes of transformation functions
(e.g. many different group operations in the same experiment), one must take care to exclude cases where the
definition becomes unachievable. In practice, one will likely want to work with one specific group. In fact,
for this paper, we restrict ourselves to group-induced transformations. The following definition captures two
special cases of group-induced transformations and the @ operation:



Definition 3.3 ((G,®)-NM-Hash and &-NM-Hash) Let (G,®) denote a group. A hash function H is
called (G,®)-non-malleable if H is ®°-non-malleable where ®° = {¢5 : 6 € G} and ¢ (z) = 2 ® 5. We omit
G if it is clear from the context. In particular, we call a ({0,1}*,®)-non-malleable function simply ®-non-
malleable.

It should be observed that Definition 3.3 is weaker than the original simulation-based definition. We discuss
this in depth in the next section. Nevertheless, despite this limitation, we feel that Definition 3.3 is suitable to
capture an essential aspect of non-malleability and a broad class of transformation functions. The absence of
a simulator makes it relatively easy to work with and relates well to a practical view of an attacker.

3.3 Relations Between Simulation-Based and ©-Non-Malleability

In this section, we show that every simulation-based non-malleable hash function is also ®-non-malleable but
®-non-malleable hash functions exist that are not simulation-based non-malleable.

3.3.1 Simulation-Based Non-Malleability = ®-Non-Malleability

We show by black-box reduction that every function which is not ®-non-malleable is also not entropically
non-malleable in the simulation-based sense.

Proposition 3.4 Let R (X, z,x*, 1) denote any relation that outputs 1 if, and only if, r = x © x*. If H is
an entropically non-malleable hash function with respect to arbitrary hint and relation class R > Rg, then 'H is
®-non-malleable with respect to hint.

Our proof shows the equivalent proposition that if H is not ®-non-malleable then H is not entropically
non-malleable.

Proof. Suppose that H is not ®-non-malleable. Then PPT algorithm A = (A4, A,) exists such that Pr[Exp%‘E()\) =
1] = 1/poly(). Construct A" = (A}, A}, A,) against entropical non-malleability of H as follows. Let Aj; := Aqg
and A := A,. On input (z,st,) = (z, ), A, outputs (#(z),r ® ¢(x)).

All stages of A" are obviously efficient. The view of algorithm A in this construction is identical to its view
when run in Exp%?j. If, and only if, A succeeds in Exp%?jl’ we have ¢(z) # x and HVf(K, ¢(z),y*) = 1.
But since sty = ¢ and z* = sty(z) in Exp%”}fl it follows that (z,y) # (z*,y*) and R(X,z,¢(z),x ® ¢(x)) =
Ro(X,z,2*,r) = 1. Hence A’ succeeds if and only if A succeeds under relation R, i.e.,

- 1
poly(A)
nmh—1

It remains to show that any simulator S is successful in Expw s~ (A) with negligible probability at most.
First, note that any successful simulator in this experiment is also an algorithm that successfully predicts which
value is drawn from &X'. This follows from the fact that S, outputs (z*,7) and r ® (z*)~! = z. However, since S
does not have any information on x besides HK and hint, it follows from the high conditional min-entropy that
S can only predict z with negligible probability. Thus, any simulator & which is successful in Exp%’fghfl()\)
with non-negligible probability is a contradiction to this argument and cannot exist.

Altogether it then follows that

Pr [Expgﬁ,—lu) - 1} = Pr [Exp%?g(A) - 1}

‘Pr [Exp;‘_z%,_l()\) - 1} ~Pr [Exp%’?_l()\) - 1} ‘ — |1/poly()) — negl(\)|

is not negligible in A and thus H is not entropically non-malleable. O



We remark that the implication actually holds in a more general sense, beyond group-induced transforma-
tions. Namely, assume that for every ¢ € ® there exists ¢~! € ® such that ¢~ (¢(x)) = x for all . Now define
the relation R_;(X,z,z*,r) (instead of Rg) which outputs 1 if and only if r(2*) = « for r € ®. Then any suc-
cessful adversary against ®-non-malleability could still be turned into a successful adversary against entropical
non-malleability, whereas a simulator could output (z*,r) predicting r(z*) = = with negligible probability only.
As an example consider the class @/l of concatenation transformation consisting of function ¢s(z) = ||§ and
such that ¢5'(z||6) =  (or equals the input, in case the input string does not end on §). This example will be
useful when showing that Merkle-Damgard does not preserve ®-non-malleability.

3.3.2 &-Non-Malleability # Simulation-Based Non-Malleability

We show that if ®-non-malleable functions exist, then there is one which is not (simulation-based) non-
malleable. In particular, Construction 3.5 below is one example for such a function.

Construction 3.5 Let F = (FK, F,HVf) denote a hash function. Define G := (GK, G, GVf) where
e GK:=FK,
e G(K,z):=F(K,x)||x1, and
o GVf(K,xz,y) := HVf(K,z,y1y2 ... Yn—1) A (yn = x1).

Lemma 3.6 For any class ® it holds that, if F is ®-non-malleable, then G is ®-non-malleable.

The proof follows straightforwardly by a black-box reduction as an adversary against G can simply guess
the extra bit and still succeed with non-negligible probability. The proof is in Appendix A.

Proposition 3.7 Let Ri(X,x,z*,r) denote any relation that outputs 1 if, and only if, xr1 = x] and X is the
uniform distribution. Then Construction 3.5 is not (simulation-based) non-malleable with respect to hint = ()
and relation class R > R;.

For the proof of Proposition 3.7 we consider the specific relation Ry consisting of inputs x, z* which are equal
in the first bit. In addition, this relation rejects distributions if they are not the uniform distribution. Since
an attacker against Construction 3.5 is given the first bit as part of the image, it succeeds unconditionally. On
the other hand, the simulator does not have this information and is forced to guess, but it succeeds only with
a probability that makes the difference non-negligible. To complete the picture we finally note that relation
Ry is in the set of relations for which Boldyreva et al. [ BCFW09] derive (simulation-based) non-malleable hash
functions.

See again Appendix A for the full proof where we also show that non-malleability is not implied by collision-
resistance or one-wayness.

Finally, we point out that it is an open question to identify precisely how much weaker Definition 3.2 is in
contrast to the original definition. In particular, it is unclear if a ®-non-malleable hash function that also hides
all preimage information is also non-malleable in the simulation-based sense.

4 Constructions

As explained in the introduction, the Merkle-Damgard construction does not preserve (®-)non-malleability
because of length-extension attacks, even if the compression function is modeled as a random oracle. Clearly,



this is the case for the class of transformations ®!l with ¢s(z) = z||0 first appending the padding and then
arbitrary data.? It follows that Merkle-Damgard is not simulation-based non-malleable either.

Merkle-Damgard, Random Oracles, and ®&-Non-Malleability. Somewhat surprisingly, we show that
Merkle-Damgard does provide @-non-malleability (for fixed-length messages) if the compression function is
modeled as random oracle. This again shows the advantage of restricting the class of transformation ®: while
Merkle-Damgard is not simulation-based non-malleable and not ®!l-non-malleable according to the discussion
above, it is for another class of transformation which suffices to show security of the BR encryption schemes
(see Section 5).

Construction 4.1 (MD) Let pad(M) be a padding function which maps messages to multiples of the block
length such that the final 64 bits contain the message length. Then

where M| ...||My = pad(M).

In the following we usually denote by y; the value b, (M;||...||M;), i.e., the i-th intermediate value when
iterating h.

Proposition 4.2 For a random oracle h the hash function MD" in Construction 4.1 is ®-non-malleable (with
respect to arbitrary hint).

Proof. Consider an adversary A against @&-non-malleability. Assume that this adversary for random M «— X
and the hash value y = hf (pad(M)) eventually outputs (y*,0). Note that, with overwhelming probability, if
the adversary has not queried all pairs (M;",y}) of M{||...||M} = pad(M & ¢) and intermediate values y; in
the hash computations to h, then the final output y* does not constitute a valid hash value. This holds because
if the adversary simply copies y* = y this would contradict the collision-resistance for § # 0; in any other case
the adversary would otherwise be able to predict random oracle values.

Hence, given that the adversary has queried about all intermediate values, and since they are unique with
overwhelming probability, we can deduce the adversary’s message M™* and together with the output § thus the
original message M. This, however, would contradict the super-logarithmic min-entropy of X (because the
additional hash value of M can only decrease this entropy by a logarithmic term for the efficient adversary
making at most polynomial many queries to h). O

We are not aware if one can show that Merkle-Damgard is @&-non-malleable under standard assumptions.
However, we note that @-non-malleability of the compression function alone is not sufficient, but that collision
resistance of the compression function is necessary. Consider for example a given ®-non-malleable compression
function h and modify it into a compression function

W (w, 7) = h(w, x) ifz#1...1
’ h(w,0...0) ifx=1...1

Then A’ inherits ®-non-malleability from h because the non-trivial min-entropy of the input distribution guar-
antees that x hits 1...1 and that the adversary outputs ¢s with ¢s(z) =z ©® é = 1...1 only with negligible
probability. In any other case breaking non-malleability of h’ requires breaking the non-malleability of h.

2Note that an attacker is not even limited to fixed-length preimage distributions, since the length is polynomial and can simply
be guessed.
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Now consider the MD construction based on h'. It is easy for the adversary to specify a distribution X
which outputs A message blocks, and each block consists of 0...0 or 1...1 with probability 1/2 each. Clearly,
this distribution has super-logarithmic min-entropy. But, the adversary can now output the same hash value
y*=yand 6 = (1...1)* # 0 and win the @-non-malleability game (because z* = x @ J maps to the same hash
value).

The Matyas-Meyer-Oseas-Construction. A common technique to build hash functions—more precisely
compressions functions—is to start from a block cipher. Preneel et al. [PGV94] discuss 64 such variants which
all rely on one call to a block cipher. One of these variants, proposed earlier by Matyas et al. [MMOS5], is
the Matyas-Meyer-Oseas (MMO) scheme given by h(k,m) = C(g(k),m) @ m where g an arbitrary function.
Amongst others, the SHA-3 candidate hash function Skein [FLS*08] is known to adopt this scheme.

In this section, we deal with a construction called hash-&-composition which is quite similar to the MMO
scheme and show that it does not sustain @-non-malleability. The difference is that, instead of using a cipher
C (and function g), we substitute this part with an inner function h’, i.e. h(k,m) = h'(k, m) & m. This may
be a hash function or, more general, any compression function. We then construct a & non-malleable A’ and
show that the overall construction becomes ®-malleable. The general idea is presented below; for a full formal
treatment see Appendix B.

Consider a hash function u, an @-non-malleable hash function f and define

W (wolla1) = (u(zo) @ (f (wo)|1f (x1)))l|(z0 & z1).

Function A’ is then @-non-malleable under certain assumptions, namely that (a) an attacker against ©-non-
malleability outputs only uniform distributions and (b) function « is modeled as a random oracle. Intuitively,
the second assumption assures that the first half of A’ is padded by true randomness and the first assumption
guarantees that the second half of i’ is uniformly random. These two properties combined ensure that A’ is
@-non-malleable. However, it becomes completely insecure in the above scheme. Since x; is canceled out, the
attacker learns xy and is thus able to recompute u and f for arbitrary new values. It is easy to see that this
breaks (-)non-malleability.

How does the above result affect hash functions constructed by the MMO paradigm such as Skein? Strictly
speaking, it is not applicable, because the MMO schemes uses a cipher whereas the hash-®-composition (and
the counterexample above) assumes a hash function. Yet, we feel that it is not far-fetched to consider a cipher
with unknown key and a hash function functionally similar. For example, collision resistance is implied by
the necessary permutation property of a cipher. Likewise, one-wayness is closely related to the security of the
cipher: If one is able to invert an “image” of the cipher without knowing its key, then the cipher is blatantly
broken.

5 Application

In this section we revisit the proof in [BCFW09] that (simulation-based) non-malleability of the hash function
H in the Bellare-Rogaway encryption [BR93] scheme f(r), G(r) & m, H(r|/m), together with some form of
perfect one-wayness hiding the entire pre-image, suffices to achieve chosen-ciphertext security (as long as G is
still modeled as a random oracle). Exploiting the fact that the component G(r) @ m uses the exclusive-or we
show that @-non-malleability (and perfect one-wayness) is sufficient for H.

Preliminaries. We first recall the BR encryption scheme BRE™[F] = (K, £, D) and the instantiation of the

random oracle H through a hash function H = (HK, H, HVf) formally. The key generation algorithm I of the
encryption scheme outputs a random F-instance f and its inverse f~! as the public and secret key, respectively.
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It also runs HK to generate a key K « HK(1*) for a hash function and puts K into both the public and
secret key. The encryption algorithm £ on inputs f, K and m picks random r in the domain of f and outputs
(f(r), G(r)®@m,H(K,r||m)). The decryption algorithm on inputs f =1, K and (y, g, h) first computes r « f~1(y),
then m «— g ® G(r), and outputs m iff HVf(K, r||m,h) = 1 (and L otherwise).

We would like to show that the encryption is IND-CCA, meaning that for any adversary with access to a
decryption oracle and receiving the public key as input, the adversary cannot distinguish encryptions for chosen
messages mg, my (of equal length) better than by guessing. It is understood that the adversary, after receiving
the challenge ciphertext of my for random bit b cannot query the decryption oracle about this ciphertext.

Next, we define the hiding property of the hash function H formally. We start by recalling the definition of
a perfectly one-way hash function [Can97]:

Definition 5.1 (POWHF) A hash function P = (POWK, POW, POWV) is called a perfectly one-way hash
function (with respect to probabilistic function hint) if for any PPT algorithm B = (Bg, By), where By has binary
output, the following random variables are computationally indistinguishable:

K « POWK(1F) K « POWK(1%)
(X, sta) — By(K) ;o — X(1F) (X, sta) — By(K) ;o — X(1¥)
7 — X(1F)
hy < hint(K, z) ;y «— POW(K, x) hy < hint(K,z) ;y — POW(K, 2’)
b — By(y, ha, sta) b By(y', ha, sta)
return (K, z,b) return (K, x,b)

Security Proof. Asin [BCFW09] we also assume for technical reasons that the hash function H is &-non-
malleable when a random instance of F is included with the key output by HK. Let H = (HK £, H, HVf) denote
the modified hash function for which key generation outputs a random instance of F together with the original
hash key. Then we can include side information about the sample in terms of f, i.e., we too need that H is
@-non-malleable with respect to the hint function hintgr((X,f),r||m) = f(r).

Theorem 5.2 Let F be a trapdoor one-way permutation and H = (HKxz, H,HVf) be a perfectly one-way hash
function with respect to hintgr which is also ©-non-malleable with respect to hintpg. Then BRG’H[]:] =
(K,E,D) for messages of length £ = w(log \) is IND-CCA secure (for random oracle G).

The proof in Appendix C proceeds in game hops, starting with the original attack scenario and transforming
this into a game where the adversary has no advantage. Letting (y*, g*, h*) denote the challenge ciphertext of
message my, we have:

Gamey: Corresponds to the original attack of the adversary .A.

Game;: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y # y* and A has never
queried G about 7 = f~1(y) before (including the case that y is not in the range of f). (This cannot
change the adversary’s success probability significantly; else the adversary would need to predict a hash
value for an unknown random input, which can be shown to contradict &-non-malleability.)

Gamey: Reject all ciphertexts (y, g, h) submitted to the decryption oracle before receiving the challenge ci-
phertext, where y = y*. (Happens with negligible probability only.)

Games: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y = y*, g = ¢* and h # h*
(queries after receiving the challenge ciphertext, where also h = h*, are not allowed). (The hash value
must be invalid then.)

12



Gamey: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y = y* but g # ¢*, and A
has never queried G about r = f~!(y) before. (Would contradict the @-non-malleability, since g & g*
essentially determines the difference between the pre-images under H.)

Games: Replace the computation of h* « H(K,r||my) in the challenge ciphertext by h* « H(K,[|0I™]). (Is
a valid hop because of the perfect one-wayness.)

Gameg: Replace the computation of g* «— G(r) @ my in the challenge ciphertext by picking ¢* uniformly at
random. (Can only be detected by the adversary if she queries G about r* at some point, which would
contradict the one-wayness of f.)
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A ®$-Non-Malleability # Simulation-Based Non-Malleability

A.1 Proofs

Recall that we would like to show that non-malleability of F implies non-malleability of G which leaks one
input bit:

Proof. Assume F is ®-non-malleable, but G is not ®-non-malleable, then some PPT algorithm A = (Ag, Ay)
exists such that Pr(Expg"i’(A) = 1] = 1/poly()). We construct A’ = (A}, A}) by Al := Aq and Aj, as follows.
On input (y, he, st), it runs A, (y||b, ke, st) as a black-box, where b € {0, 1} is chosen uniformly at random. The
output of A;/ is defined to be the output of A, with the difference that the rightmost bit of y* is truncated.

Both stages of A’ are clearly efficient since they run PPT algorithms A plus one coin toss. Independently
of distribution X, the probability that b = x; is exactly % In this case, y||b is in the range of G under X', which
is precisely what A, expects. Furthermore, since HVf(K, z,y) = HVf(K,z,y) A (b = x1) = GVf(K, z,y||b) it
follows that Exp?j@()\) = Expg,’l[{’()\) in this case. Hence, we have

1
~ 2-poly(\)’

This contradicts our assumption that F is ®-non-malleable, thus A cannot exist and G must be ®-non-malleable.
O

1
Pr [Exp?}?ﬁ‘/()\)} > 3 Pr [Expg’rla"()\) =1]

The proof of Proposition 3.7 now shows that G can be used to separate ®-non-malleability from simulation-
based non-malleability.
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Proof. Fix some relation R; € R as in the proposition and construct A = (Ag, Ay, A;) as follows. Algorithm A,
on input K outputs the uniform distribution X and the empty state. On input (y, hs, stq) algorithm A, samples
x* «— X and manipulates the first bit such that 27 = y,. It then eventually outputs (G(K,z*),z*) = (y*,sty).
Finally, algorithm A, outputs (st,,r) = (z*,0) for input (z,st,).

Algorithm A is obviously efficient. We now analyze the probability that Expgﬂh_l()\) returns 1. It is easy
to see that Ry (X, x,z*, ) holds since we have 1 = y,, = 27 and A, always outputs the uniform distribution; the
value r can be ignored for this relation. The verification, GVf(K, z*,y*) = GVf(K,z*, G(K,z*)) = 1, holds by
correctness since A, calculates y* by evaluating the hash function. Lastly, the probability that (x,y) = (z*,y")
is negligible in A since A — 1 bits of both x and z* are selected independently and uniformly at random. Hence,
it follows that Pr[Expgﬁh_l(A) = 1] =1 — negl(N).

Consider now any simulator S for attacker A. Since the simulator does not have any information about
x, its success to find a valid z* (in terms of relation R;) depends solely on the ability that S, correctly
guesses x1. But since X is required to be the uniform distribution, this probability is exactly % and thus
Pr[Expgf’;h*O()\) = 1] = 1. For the difference we then have

[Pr [Expg = (1) = 1] - Pr [Expga () = 1] | = ’2

L negl()\)‘

which is not negligible. Hence G is not non-malleable. O

A.2 Collision Resistance and One-Wayness

As mentioned in the introduction, collision resistance does not necessarily imply @-non-malleability. More
precisely, if @&-non-malleable hash functions exist, then there exists a function which is @-non-malleable but
not collision resistant. For example, one such function is G(z||b) := H(x)||b for b € {0,1}. Intuitively, this
function leaks one bit of the input which it does not use for the actual evaluation of H.

It is easy to verify that if H is a collision-resistant hash function, then G is still collision-resistant. Assume
towards contradiction that G is not collision resistant and an attacker exists which is able to generate a collision
with preimages z1||b # x2||b. Note that last bit is identical since it is part of the output. Hence we have
H(z1) = H(x2), but this is a collision under H. This contradicts our assumption that H is collision resistant
and thus the attacker cannot exist.

On the other hand, G is trivially malleable. Given any image, an attacker may simply flip the last bit,
knowing that this also flips the last bit of the according preimage. In the case of ®-non-malleability this
translates to an attacker that outputs (y*,d) = (y @ 00...01,00...01) and succeeds unconditionally in the
experiment.

A similar argument applies to the one-way property of hash functions. Using the same idea as above, it is
possible to show that one-way hash functions are not necessarily non-malleable.

B Results for Matyas-Meyer-Oseas

The section presents the formal analysis of the counterexample claim in Section 4 about MMO not necessarily
providing @-non-malleability. We first define hash-@®-composition and give the technical construction of A'.

Construction B.1 (Hash-®-Composition) IfF = (FK,F,FVf) is a hash function, then the hash-@®-composition
(with respect to F) is constructed by F® := (FK,F®, FVf®) where F®(K, z) := F(K,x) ®x and FVf® (K, x,y) :=
FVI(K,z,y ® x).

Construction B.2 Let F = (FK,F,FVf) and U = (UK, U, UVf) denote hash functions where F : {0,1}*" —
{0,1}" and U : {0,1}?" — {0,1}?" for some n € N. Construct G = (GK, G, GVf) as follows.
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e GK on input 1 outputs FK(1*)||JUK(1?%).

o G parses input (K, x) as (K¢|| Ky, zol|x1) where |xg| = |z1]
and outputs U(Ky, zo) & (F(Kp, zo)||F(KF, x1))||xo & 1.

o GVf parses input (K, z,y) as (Ke||Ku,zol|z1, yollyi|ly2) where |zo| = [a1| and 2[yo| = 2| = |ys|- It
outputs 1 if, and only if,

UVF(Ky, zo, yolly1 © F(KE, 20)||F(KF, 1))
A FVf(KE, xq,split(0, U(Ky, zo) ® yo0))
A FVF(KE, 21, split(1, U(Ky, z0) @ y1))
N y3 = (zo ® x1).

K¢
Ke

This construction is @-non-malleable under certain assumptions, most notably if the distribution of preim-
ages is uniform. We capture this by defining a class of uniform attackers that, when prompted to output
a distribution, always output the uniform distribution. We furthermore assume that all algorithms of the
@-non-malleability experiment have access to the Random Oracle used in the proposition.

Proposition B.3 For a uniform attacker the following holds. If F is a ©&-non-malleable hash function with
respect to hint = (0 and U is modeled as a Random Oracle, then Construction B.2 is @®-non-malleable with
respect to hint = ().

Proof. Assume towards contradiction that an efficient uniform attacker A4 against G (as in Construction B.2)
exists such that Pr[Expg 4(\) = 1] is non-negligible in A. Construct A" = (A}, A) as follows.

Algorithm A/, on input K runs PPT algorithm A4(K||UK(1")) and processes its output (X,sty) by dis-
carding distribution X. A/, then outputs (X,,stq), where &, denotes the uniform distribution over the domain
of F, i.e. over {0, 1}?".

On the second stage of the attack, A;J receives an image y of F and hint h,. It samples two values zf, z}
from X, and calculates ¢y’ in the following way. A decision bit b € {0,1} is picked uniformly at random. If
b=0,let y = U(Ky,z() ® (y||[F(KF,x}))||z) ® =}, otherwise, if b = 1, let U(Ky, () @ (F(Kp, z()||y)||z ® ).
Aj, then runs A, (v, he,stq) to obtain (y*,d) and finally outputs (split(b, y*), split(b, 9)).

It is evident that both stages of A’ run in probabilistic polynomial time since they run one stage of PPT
algorithm A and execute efficient operations only. Since we assume that the preimages of G and F are both
uniformly distributed (but different in size), A may simply discard X over {0,1}*" and output the uniform
distribution &, over {0,1}%".

For A,, image ' is distributed exactly as it expects: The first half of ¢’ is padded by oracle U and thus
truly random unless given x; the second half, z({, @&z, is sampled from the uniform distribution. Since the first
half of 3 contains F(Kp,z0) = y instead of F(Kp,z(), algorithm A, may fail if it guesses the padding. But
since U is a random oracle, this only happens if A, queries the oracle for zj,. The probability for this event is
negligible since A, learns nothing about zj, from z{, @ x| given that 2/ is picked uniformly at random.

Furthermore, Agj may fail to output a valid difference §’ = split(b, ) if all 1-bits are located in the split-off
half. In this case we have &' = 0" and .A; cannot succeed because the experiment rejects the trivial empty
difference. We provide a conservative worst case bound for the probability of this event. Assume that the
hamming weight of § is 1, i.e., the difference is given by one bit only. This reflects a worst case in the sense
that it is the minimum number of 1-bits in the difference; adding more 1-bits can only sustain or increase
the probability that these bits spread over both halves of §. Let left denote the event that the difference is
contained in the left half of 6 (and —left in the right half). Algorithm Aj receives a usable difference with
probability Pr(left|b = 0] 4+ Pr[—left|b = 1] from A,. However, A, does neither know b nor is it able to deduce
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its value from image y’: value b only affects the left half of ¢/, but it is padded by oracle U. Thus we may view
this probability unconditional and have Pr[left] Pr[b = 0] + Pr[-left] Pr[b = 1] = . The overall lower bound on
the probability for A’ to succeed is then

1
which is not negligible in A. But this contradicts the assumption that F is @-non-malleable.

To complete our example, it remains to show that G becomes @-malleable once used as the inner function
of the hash-@®-composition. We omit a formal proof here, since G is constructed in a way that makes it rather
trivial.

Proposition B.4 Let G, as defined in Construction B.2, denote an ®-non-malleable function. If G is used
within the hash-®-composition, then the resulting function H is not @&-non-malleable.

To see why this proposition holds, consider that the images of H are of the following form:

y = H(KH7‘T)
= G(Kg,z)®x
= 20 ® U(Ky,z0) ® (F(Kp,z0)||F(Kp,x1))||z0 ® 21 ® 21

This design is clearly insecure, because x; on the right-hand side is canceled out and thus zg is disclosed.
While this disclosure is not a problem with regard to collision resistance or one-wayness in a theoretical sense
(21 is still unknown and “secured” by F), it is fatal for @-non-malleability. Since the second stage A, of an
attacker against @-non-malleability learns xg from y in this scheme, it may also cancel out zg in the left half
and evaluate U. Then, A, is able to calculate y’ by discarding F(Kr, o) and replacing it by F(Kg,zo & 0) for
some arbitrary § # 0*. Adding U and zo @  again yields

Yy =206 ®U(Ky, 20 ®0) @ (F(Kp, 20 ® 0)|[F(Kp,21))l|x0 ® 0.

An attacker then simply outputs A, outputs (3, 3]|0*") in the ®-non-malleability game and succeeds uncon-
ditionally. The function H is therefore not @-non-malleable even though it is built from a @-non-malleable
function.

C Proof of Theorem 5.2 (BR Encryption)

Proof. Fix an arbitrary adversary A against IND-CCA of the scheme. We consider a sequence of games
GAMEg, GAMEy, ..., starting with the original attack in GAMEq, and slightly changing the adversary’s environ-
ment in each game hop such that the adversary’s output behavior does not change significantly. We eventually
reach a game where the adversary cannot perform better than by guessing the secret bit b, concluding that the
adversary cannot have a significant advantage in the original attack.

In all games we denote by (y*, g*, h*) the components of the challenge ciphertext returned to .A on submitting
two equal-length messages mg, m (even if the ciphertext is not computed according to the scheme’s description
in some games). The games are then given as follows:

Gamey: Corresponds to the original attack of the adversary A.

Game;: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y # y* and A has never
queried G about r = f~!(y) before (including the case that y is not in the range of f).
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Gamey: Reject all ciphertexts (y, g, h) submitted to the decryption oracle before receiving the challenge ci-
phertext, where y = y*.

Games: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y = y*, g = ¢* and h # h*
(queries after receiving the challenge ciphertext, where also h = h*, are not allowed).

Gamey: Reject all ciphertexts (y, g, h) submitted to the decryption oracle, where y = y* but g # ¢*, and A
has never queried G about r = f~1(y) before.

Note: At this point we can simulate decryption queries by table-lookups in A’s queries to oracle G.
Game;: Replace the computation of h* « H(K,r||m;) in the challenge ciphertext by h* « H(K,r/|[0l"2!).

Gameg: Replace the computation of g* « G(r) @ my in the challenge ciphertext by picking ¢* uniformly at
random.

Next we show that each transition does not change the adversary’s output behavior significantly.

From Gamey to Game;. The only difference in the games can origin from a valid ciphertext which the
decryption oracle would decrypt correctly in the attack (and where in particular » = f~!(y) exists), which we
now reject in GAME;.

Note that this cannot decrease the adversary’s advantage significantly, because the probability that for
such queries h is a valid hash value is negligible. This can be seen as follows. If the probability was not
negligible, we could devise an algorithm against @®-non-malleability. This algorithms initially receives a key K
of the hash function, including some f’ which it ignores, and instead picks a new f. With the help of the self
generated f~! it runs a simulation of the adversary up to point where the adversary submits the first of such
decryption queries. Then our algorithm recovers r and outputs the distribution X' returning r||m for random
m € {0,1}* with super-logarithmic min-entropy. Ignore hintgg = /() and instead output the hash value A in
the decryption query together with § = 0I"l||z for random z «— {0,1}’. Note that, since the adversary has not
queried G about r so far, it follows that m = G(r) @ g is random, and so is the m-part in m @ J. It follows that
the non-malleability adversary here wins with non-negligible probability, by assumption about the encryption
adversary making such a valid decryption query with non-negligible probability.

From Game; to Game;. The next transition is easily shown to essentially preserve the adversary’s behav-
ior. The probability that any of the at most polynomial decryption queries before the challenge ciphertext
already contains y* is negligible. Else inverting y* under f for random input would succeed with non-negligible
probability.

From Game; to Games. This change is rather syntactical. Since we assume the hash function verification
to recompute the has value and to compare it to a given value, any ciphertext with h # h* for the same
m =m*,r =r* (because y = y*, g = ¢*) must be invalid.

From Game; to Gamey. Suppose now that the adversary in GAME3 submits a valid ciphertext with y = y*
but g # ¢g* without having queried G about r before. Let m = G(r) @ g. In particular, it must then hold that
HVf(K,r||m,h) = 1. We construct a successful adversary B against @&-non-malleability as follows. In the first
stage By receives a key K (and a description f) as input. It runs adversary A in GAME3 up to the point where
the adversary outputs mg, mi. Algorithm B; uses lazy sampling to simulate G and answers all decryption
queries by looking up the right values r in the list of G-queries; if for some query algorithm B; does not find

20



an appropriate entry then it rejects the ciphertext (as GAME3 would; also note that, if there is an entry, then
it must be unique because y uniquely determines it).

Algorithm B, then picks b < {0,1} and outputs a distribution X which picks 7* at random and returns
r*||my. Algorithm B, then receives the hash value h* and the auxiliary information y* = f(r*), and continues
the simulation by implicitly defining G(r*) as a random value (note that we can easily keep up a consistent
simulation by checking for G-queries r if they match y* = f(r) and return this random value). Algorithm B,
sets ¢g* = G(r*) @ my, for the challenge ciphertext (y*,¢*,h*) returned to A. It also tries to predict the first
query of A to the (simulated) decryption oracle for a valid ciphertext for which y = y* but g # ¢*. This can be
done by picking an index between 1 and the number of queries at random. When A later submits a ciphertext
(y,g,h) with y = y* and g # ¢g* to the (simulated) decryption oracle without having queries G about r before,
then B, rejects if it does not match the predicted query. Else it computes § = g@® g* # 0° and outputs (h, 0%||5).

The simulation of A’s attack is perfect up to the point when A submits its first decryption query for a valid
ciphertext y = y* and g # ¢* without having queries G about = r* before (or if B, stops before). In this case
B, has correctly guesses this query within a polynomial factor, and now succeeds in outputting a related image:
Since y = y* it must hold r =7* and § = g ® g* = G(r) Dm ® G(r*) ® my = m @ my. For a valid ciphertext it
must also hold that HVf(K,r||m,h) = 1 and thus that h is a valid hash value of r||my||0¥||5. In other words,
if the probability that A’s output behavior changes noticeably when hopping from GAME3 to GAME,, then we
would obtain a successful attacker against the @-non-malleability (losing a polynomial factor in the difference
for the guessing).

From Game; to Games. As mentioned before we can now replace the decryption oracle by a procedure
which simply checks for entries in the G-list and answers accordingly. Hence, we can now show that we can
replace the hash value h of 7*||ms in the challenge ciphertext by a hash value of independent values 7/||0°.
That is, we construct an attacker against perfect one-wayness similar to the previous attacker B against non-
malleability (but simulating the decryption oracle completely with table-lookups). Actually, this step somewhat
combines two game hops where, in the first hop, we have the adversary against perfect one-wayness output
distributions X returning r||m; for the challenge message mp, and in the second step moving from there to
distributions of the form r||0¢. It follows analogously to the previous case that any noticeable change in the
adversary’s output behavior would yield a successful attacker (for each hop) against the perfect one-wayness.

From Game; to Gameg. In the final game we replace g* in the challenge ciphertext by an independent
random value, making A’s view independent of bit b. We note that this does not change A’s output distribution
unless A at some point queries G about r*. However, this would straightforwardly contradict the one-wayness
of f because one could easily simulate the attack and inject y* into the challenge ciphertext (and define G(r*)
implicitly at random), simulate the decryption oracle via table-lookups, and wait for .4 to make the g-query in
order to invert y* with non-negligible probability.

Conclusion. We now have that the adversary wins in GAMEg with probability at most 1/2. Since each
transition from GAMEg to GAMEg decreases the adversary’s success only negligibly, it follows that the success
probability in the original attack cannot exceed 1/2 significantly. O
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